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An Integer Overflow issue was discovered in the struct library in the Lua subsystem in Redis before 3.2.12, 4.x before 4.0.1
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Debian Debian Linux 9.0 All All All
Debian Debian Linux 9.0 All All All
Oracle Communications Operations Monitor 3.4 All All All
Oracle Communications Operations Monitor 4.0 All All All
Oracle Communications Operations Monitor 3.4 All All All
Oracle Communications Operations Monitor 4.0 All All All
Redhat Openstack 10 All All All
Redhat Openstack 13 All All All
Redhat Openstack 13.0 All All All
Redhat Openstack 10 All All All
Redhat Openstack 13.0 All All All
Redislabs Redis All All All All
Redislabs Redis 5.0 rcl All All
Redislabs Redis All All All All
Redislabs Redis 5.0 rcl All All
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Reference Source Link Tags

Red Hat Customer Portal REDHAT  access.redhat.com Third Party Adv
Security: update Lua struct package for security. - redis/redis@1eb08bc - GitHub MISC github.com Patch, Third Pa
Security: fix Lua struct package offset handling. - redis/redis@e89086e - GitHub ~ MISC github.com Patch, Third Pa
Redis Lua scripting: multiple security issues - Issue #5017 - redis/redis - GitHub ~ MISC github.com Third Party Adv
Red Hat Customer Portal REDHAT  access.redhat.com

Redis Lua scripting: several security vulnerabilities fixed - <antirez> MISC antirez.com Exploit, Third P.
raw.githubusercontent.com/antirez/redis/4.0/00-RELEASENOTES MISC raw.githubusercontent.com  Third Party Adv
Redis: Multiple vulnerabilities (GLSA 201908-04) — Gentoo security GENTOO  security.gentoo.org
raw.githubusercontent.com/antirez/redis/5.0/00-RELEASENOTES MISC raw.githubusercontent.com  Third Party Adv
Red Hat Customer Portal REDHAT  access.redhat.com Third Party Adv
Redis CVE-2018-11219 Integer Overflow Vulnerability BID www.securityfocus.com Third Party Adv
Debian -- Security Information -- DSA-4230-1 redis DEBIAN www.debian.org Third Party Adv
Oracle Critical Patch Update Advisory - April 2019 MISC www.oracle.com Patch, Third Pa
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analy
‘ G|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710155 Gentoo Linux Redis Multiple vulnerabilities (GLSA 201908-04)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


https://access.redhat.com/errata/RHSA-2019:0052
https://github.com/antirez/redis/commit/1eb08bcd4634ae42ec45e8284923ac048beaa4c3
https://github.com/antirez/redis/commit/e89086e09a38cc6713bcd4b9c29abf92cf393936
https://github.com/antirez/redis/issues/5017
https://access.redhat.com/errata/RHSA-2019:1860
http://antirez.com/news/119
https://raw.githubusercontent.com/antirez/redis/4.0/00-RELEASENOTES
https://security.gentoo.org/glsa/201908-04
https://raw.githubusercontent.com/antirez/redis/5.0/00-RELEASENOTES
https://access.redhat.com/errata/RHSA-2019:0094
http://www.securityfocus.com/bid/104552
https://www.debian.org/security/2018/dsa-4230
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2018-11219
https://nvd.nist.gov/vuln/detail/CVE-2018-11219
http://cve.report/qid/710155
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2018-11219
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


