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Summary

CVE CVE-2018-11235

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-30 04:29:00 UTC

Updated 2020-05-02 00:15:00 UTC

Description In Git before 2.13.7, 2.14.x before 2.14.4, 2.15.x before 2.15.2, 2.16.x before 2.16.4, and 2.17.x before 2.17.1, remote code execution can occur. With a crafted .gitmodules file, a malicious project can execute an arbitrary script on a machine that runs "git clone --recurse-submodules" because submodule "names" are obtained from this file, and then appended to $GIT_DIR/modules, leading to directory traversal with "../" in a name. Finally, post-checkout hooks from a submodule are executed, bypassing the intended design in which hooks are not obtained from a remote server.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 17.10 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Git-scm Git 2.17.0 All All All

Application Git-scm Git 2.17.0 All All All

Application Git-scm Git All All All All

Application Git-scm Git All All All All

Application Git-scm Git All All All All
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Application Git-scm Git All All All All

Application Git-scm Git All All All All

Application Gitforwindows Git All All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

References

Reference Source Link

Git: Multiple vulnerabilities (GLSA 201805-13) — Gentoo security GENTOO security.gentoo.org

USN-3671-1: Git vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com

'[ANNOUNCE] Git v2.17.1, v2.13.7, v2.14.4, v2.15.2 and v2.16.4' - MARC MISC marc.info

[security-announce] openSUSE-SU-2020:0598-1: moderate: Security update f SUSE lists.opensuse.org

404 Page Not Found | Exploit Database EXPLOIT-DB www.exploit-db.com

Debian -- Security Information -- DSA-4212-1 git DEBIAN www.debian.org

Red Hat Customer Portal REDHAT access.redhat.com

Malformed Request BID www.securityfocus.com

Red Hat Customer Portal REDHAT access.redhat.com

Remediating the May 2018 Git Security Vulnerability – Microsoft DevOps Blog MISC blogs.msdn.microsoft.com

Git Submodule Name Validation Flaw Lets Remote Users Execute Arbitrary Code on the Target System - SecurityTracker SECTRACK www.securitytracker.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500217 Alpine Linux Security Update for git

503961 Alpine Linux Security Update for git
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