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CVE CVE-2018-1125
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-23 14:29:00 UTC
Updated 2020-09-09 14:59:00 UTC
Description procps-ng before version 3.3.15 is vulnerable to a stack buffer overflow in pgrep. This vulnerability is mitigated by FORTIFY
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 17.10 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 7.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Opensuse Leap 15.1 All All All
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Opensuse Leap 15.1
Procps-ng Project Procps-ng All
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Reference Source
[security-announce] openSUSE-SU-2019:2376-1: important: Security update SUSE
www.qualys.com/2018/05/17/procps-ng-audit-report-advisory.txt MISC
Debian -- Security Information -- DSA-4208-1 procps DEBIAN
Procps-ng Procps Multiple Security Vulnerabilities BID
[SECURITY] [DLA 1390-1] procps security update MLIST
USN-3658-3: procps-ng vulnerabilities | Ubuntu security notices UBUNTU
Bug 1575852 — CVE-2018-1125 procps-ng, procps: stack buffer overflow in pgrep  CONFIRM
oss-sec: Qualys Security Advisory - Procps-ng Audit Report MLIST
USN-3658-1: procps-ng vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU
[security-announce] openSUSE-SU-2019:2379-1: important: Security update SUSE
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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