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procps-ng before version 3.3.15 is vulnerable to an incorrect integer size in proc/alloc.” leading to truncation/integer overflo
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Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application

Operating System

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 17.10 All All All
Canonical Ubuntu Linux 18.04 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Debian Debian Linux 7.0 All All All
Debian Debian Linux 8.0 All All All
Debian Debian Linux 9.0 All All All
Procps-ng Project Procps-ng All All All All
Procps-ng Project Procps-ng All All All All
Redhat Enterprise Linux 7.0 All All All
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[security-announce] openSUSE-SU-2019:2376-1: important: Security update

Red Hat Customer Portal

www.qualys.com/2018/05/17/procps-ng-audit-report-advisory.txt

Debian -- Security Information -- DSA-4208-1 procps

Bug 1575853 — CVE-2018-1126 procps-ng, procps: incorrect integer size in proc/alloc.” leading to truncation / integer overflow issues

Red Hat Customer Portal

Procps-ng Procps Multiple Security Vulnerabilities

[SECURITY] [DLA 1390-1] procps security update

Red Hat Customer Portal

DCIM Support

oss-sec: Qualys Security Advisory - Procps-ng Audit Report

USN-3658-1: procps-ng vulnerabilities | Ubuntu security notices | Ubuntu

Red Hat Customer Portal

USN-3658-2: procps-ng vulnerabilities | Ubuntu security notices

Red Hat Enterprise Virtualization Integer Overflows in procps-ng Lets Local Users Gain Elevated Privileges - Security Tracker
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Red Hat Customer Portal
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296077 Oracle Solaris 11.4 Support Repository Update (SRU) 18.4.0 Missing (CPUJAN2020)
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