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CVE CVE-2018-1129
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-10 14:29:00 UTC
Updated 2019-08-29 03:15:00 UTC
Description A flaw was found in the way signature calculation was handled by cephx authentication protocol. An attacker having access

/ ]

1|

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ceph Ceph 10.2.0 All All All
Application Ceph Ceph 10.2.1 All All All
Application Ceph Ceph 10.2.10 All All All
Application Ceph Ceph 10.2.11 All All All
Application Ceph Ceph 10.2.2 All All All
Application Ceph Ceph 10.2.3 All All All
Application Ceph Ceph 10.2.4 All All All
Application Ceph Ceph 10.2.5 All All All
Application Ceph Ceph 10.2.6 All All All
Application Ceph Ceph 10.2.7 All All All
Application Ceph Ceph 10.2.8 All All All
Application Ceph Ceph 10.2.9 All All All
Application Ceph Ceph 12.2.0 All All All
Application Ceph Ceph 12.2.1 All All All
Application Ceph Ceph 12.2.2 All All All
Application Ceph Ceph 12.2.3 All All All
Application Ceph Ceph 12.2.4 All All All
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Red Hat Customer Portal

1576057 — (CVE-2018-1129) CVE-2018-1129 ceph: cephx uses weak signatures
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Source
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There are currently no legacy QID mappings associated with this CVE.
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