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Summary

CVE CVE-2018-11307

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-07-09 16:15:00 UTC

Updated 2024-04-03 17:40:00 UTC

Description An issue was discovered in FasterXML jackson-databind 2.0.0 through 2.9.5. Use of Jackson default typing along with a gadget class from iBatis allows exfiltration of content. Fixed in 2.7.9.4, 2.8.11.2, and 2.9.6.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fasterxml Jackson-databind All All All All

Application Fasterxml Jackson-databind All All All All

Application Oracle Clusterware 12.1.0.2.0 All All All

Application Oracle Clusterware 12.1.0.2.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.2.0 All All All

Application Oracle Communications Instant Messaging Server 10.0.1.2.0 All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Global Lifecycle Management Opatch All All All All

Application Oracle Retail Customer Management And Segmentation Foundation 17.0 All All All

Application Oracle Retail Customer Management And Segmentation Foundation 17.0 All All All

Application Oracle Utilities Advanced Spatial And Operational Analytics 2.7.0.1 All All All

Application Oracle Utilities Advanced Spatial And Operational Analytics 2.7.0.1 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Operating System Redhat Enterprise Linux 7.0 All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

Application Redhat Openshift Container Platform 3.11 All All All
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Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 4.1 All All All

References

Reference Source Link

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal - Access to 24x7 support and knowledge CONFIRM access.redhat.com

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium medium.com

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! lists.apache.org

Red Hat Customer Portal REDHAT access.redhat.com

Block one more gadget type (mybatis, CVE-2018-11307) · Issue #2032 · FasterXML/jackson-databind · GitHub MISC github.com

On Jackson CVEs: Don’t Panic — Here is what you need to know | by @cowtowncoder | Medium MISC medium.com

Oracle Critical Patch Update - July 2019 MISC www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Oracle Critical Patch Update Advisory - January 2020 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

NVD - CVE-2017-7525 MISC nvd.nist.gov

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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