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Summary

CVE CVE-2018-1131

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-15 13:29:00 UTC

Updated 2019-10-09 23:38:00 UTC

Description Infinispan permits improper deserialization of trusted data via XML and JSON transcoders under certain server configurations. A user with authenticated access to the server could send a malicious object to a cache configured to accept certain types of objects, achieving code execution and possible further attacks. Versions 9.0.3.Final, 9.1.7.Final, 8.2.10.Final, 9.2.2.Final, 9.3.0.Alpha1 are believed to be affected.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Infinispan Infinispan 8.2.10 All All All

Application Infinispan Infinispan 9.0.3 All All All

Application Infinispan Infinispan 9.1.7 All All All

Application Infinispan Infinispan 9.2.2 All All All

Application Infinispan Infinispan 9.3.0 alpha1 All All

Application Infinispan Infinispan 8.2.10 All All All

Application Infinispan Infinispan 9.0.3 All All All

Application Infinispan Infinispan 9.1.7 All All All

Application Infinispan Infinispan 9.2.2 All All All

Application Infinispan Infinispan 9.3.0 alpha1 All All

Application Redhat Jboss Data Grid 7.2 All All All

Application Redhat Jboss Data Grid 7.2 All All All

References

Reference Source Link Tags

Infinispan CVE-2018-1131 Remote Code Execution Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Bug 1576492 – CVE-2018-1131 infinispan: deserialization of data in XML and JSON transcoders CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory
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Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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