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Summary

CVE CVE-2018-1139

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-22 14:29:00 UTC

Updated 2022-08-29 20:43:00 UTC

Description A flaw was found in the way samba before 4.7.9 and 4.8.4 allowed the use of weak NTLMv1 authentication even when NTLMv1 was explicitly disabled. A man-in-the-middle attacker could use this flaw to read the credential and other details passed between the samba server and client.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Application Samba Samba All All All All

Application Samba Samba 4.8.4 All All All

Application Samba Samba All All All All

Application Samba Samba 4.8.4 All All All
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References

Reference Source Link Tags

Samba - Security Announcement Archive CONFIRM www.samba.org Third Party Advisory

1589651 – (CVE-2018-1139) CVE-2018-1139 samba: Weak authentication protocol regression CONFIRM bugzilla.redhat.com Issue Tracking, Third Party Advisory

USN-3738-1: Samba vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.com Third Party Advisory

Samba CVE-2018-1139 Remote Security Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

August 2018 Samba Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Samba: Multiple vulnerabilities (GLSA 202003-52) — Gentoo security GENTOO security.gentoo.org

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

500636 Alpine Linux Security Update for samba

504400 Alpine Linux Security Update for samba
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