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Summary

CVE CVE-2018-11478

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-30 21:29:00 UTC

Updated 2018-07-05 16:12:00 UTC

Description An issue was discovered on Vgate iCar 2 Wi-Fi OBD2 Dongle devices. The OBD port is used to receive measurement data and debug information from the car. This on-board diagnostics feature can also be used to send commands to the car (different for every vendor / car product line / car). No authentication is needed, which allows attacks from the local Wi-Fi network.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Vgate Icar 2 Wi-fi Obd2 - All All All

Hardware Vgate Icar 2 Wi-fi Obd2 - All All All

Operating System Vgate Icar 2 Wi-fi Obd2 Firmware - All All All

Operating System Vgate Icar 2 Wi-fi Obd2 Firmware - All All All

References

Reference Source

Unprotected WiFi access & Unencrypted data transfer in Vgate iCar2 OBD2 Dongle – SEC Consult MISC

Full Disclosure: SEC Consult SA-20180529-0 :: Unprotected WiFi access & Unencrypted data transfer in Vgate iCar2 OBD2 Dongle FULLDISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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