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Summary

CVE CVE-2018-11517

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-05-28 16:29:00 UTC

Updated 2018-06-29 17:55:00 UTC

Description mySCADA myPRO 7 allows remote attackers to discover all ProjectIDs in a project by sending all of the prj parameter values from 870000 to 875000 in t=0&rq=0 requests to TCP port 11010.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Myscada Mypro 7.0 All All All

Application Myscada Mypro 7.0 All All All

References

Reference

www.emreovunc.com/blog/en/mypro_enum_projectid.rb

GitHub - EmreOvunc/mySCADA-myPRO-7-projectID-Disclosure: CVE-2018-11517 | mySCADA myPRO v7.0.46 has another vulnerability to discover all projects in the system.

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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