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** DISPUTED ** Prior to 2018-04-27, the reprompt feature in Amazon Echo devices could be misused by a custom Alexa sl
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Risk And Classification

Problem Types: CWE-384

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Operating System
Operating System
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System

Operating System

Hardware

Vendor Product Version Update Edition Language
Amazon Echo - All All All
Amazon Echo - All All All
Amazon Echo Dot - All All All
Amazon Echo Dot - All All All
Amazon Echo Dot Firmware All All All All
Amazon Echo Dot Firmware All All All All
Amazon Echo Firmware All All All All
Amazon Echo Firmware All All All All
Amazon Echo Plus - All All All
Amazon Echo Plus - All All All
Amazon Echo Plus Firmware All All All All
Amazon Echo Plus Firmware All All All All
Amazon Echo Show - All All All
Amazon Echo Show - All All All
Amazon Echo Show Firmware All All All All
Amazon Echo Show Firmware All All All All
Amazon Echo Spot - All All All
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Hardware Amazon Echo Spot - All

Operating System Amazon Echo Spot Firmware All All

Operating System Amazon Echo Spot Firmware All All

All All
All All
All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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