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Summary

CVE CVE-2018-11628

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-01 15:29:00 UTC

Updated 2018-07-03 15:56:00 UTC

Description Data input into EMS Master Calendar before 8.0.0.201805210 via URL parameters is not properly sanitized, allowing malicious attackers to send a crafted URL for XSS.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Emssoftware Ems Master Calendar All All All All

Application Emssoftware Ems Master Calendar All All All All

References

Reference Source Link Tags

EMS Master Calendar < 8.0.0.20180520 - Cross-Site Scripting - ASPX webapps Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

Release Notes V44.1 MISC docs.emssoftware.com Release Notes

EMS Master Calendar Reflected XSS Vulnerability (<8.0.0.20180520) · GitHub MISC gist.github.com Third Party Advisory

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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