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CVE CVE-2018-11645
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-06-01 12:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description psi/zfile.c in Artifex Ghostscript before 9.21rc1 permits the status command even if -dSAFER is used, which might allow ren

1|

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Edition Language

Application Artifex Ghostscript All All All All

References

Reference Source Link

USN-3768-1: Ghostscript vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com
git.ghostscript.com Git - ghostpdl.git/commit git.ghostscript.com
Red Hat Customer Portal REDHAT  access.redhat.com
Debian -- Security Information -- DSA-4336-1 ghostscript DEBIAN www.debian.org
Bug 697193 — status should check PermitFileReading MISC bugs.ghostscript.com
git.ghostscript.com Git - ghostpdl.git/commit MISC git.ghostscript.com
[SECURITY] [DLA 1504-1] ghostscript security update MLIST lists.debian.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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Tags

Issue Tracking, Patch, Vendor Advisc

Patch, Vendor Advisory

canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2018-11645/mitre
https://cve.report/CVE-2018-11645/nist
https://cve.report/CVE-2018-11645/cve_org
https://cve.report/CVE-2018-11645.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/ghostscript
https://usn.ubuntu.com/3768-1/
http://git.ghostscript.com/?p=ghostpdl.git%253Ba=commit%253Bh=b60d50b7567369ad856cebe1efb6cd7dd2284219
https://access.redhat.com/errata/RHSA-2019:2281
https://www.debian.org/security/2018/dsa-4336
https://bugs.ghostscript.com/show_bug.cgi?id=697193
http://git.ghostscript.com/?p=ghostpdl.git;a=commit;h=b60d50b7567369ad856cebe1efb6cd7dd2284219
https://lists.debian.org/debian-lts-announce/2018/09/msg00015.html
https://www.cve.org/CVERecord?id=CVE-2018-11645
https://nvd.nist.gov/vuln/detail/CVE-2018-11645

670288 EulerOS Security Update for ghostscript (EulerOS-SA-2021-1788)
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