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CVE CVE-2018-1165
State PUBLIC
Assigner zdi-disclosures@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-21 14:29:00 UTC
Updated 2020-09-09 14:52:00 UTC
Description This vulnerability allows local attackers to escalate privileges on vulnerable installations of Joyent SmartOS release-20170¢

/ |

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Joyent Smartos 20170803 All All All

Operating System Joyent Smartos 20170803 All All All

Operating System Oracle Solaris 11 All All All

Operating System Oracle Solaris 11 All All All

Operating System Oracle Zfs Storage Appliance 8.8 All All All

Operating System Oracle Zfs Storage Appliance 8.8 All All All
References |

Reference Source Link Tags

Joyent Ticketing System CONFIRM help.joyent.com Vendor Advisory

ZDI-18-158 | Zero Day Initiative MISC zerodayinitiative.com Third Party Advisory, VDB Entry

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com Third Party Advisory

CVE Program record CVE.ORG WWW.CVe.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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296076 Oracle Solaris 11.4 Support Repository Update (SRU) 19.3.0 Missing (CPUJAN2020)
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