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Web Viewer for Hanwha DVR 2.17 and Smart Viewer in Samsung Web Viewer for Samsung DVR are vulnerable to XSS vi:

Risk And Classification

1|

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware
Operating System
Hardware

Operating System

Hardware

Vendor Product Version Update Edition Language
Hanwha-security Hrd-1641 - All All All
Hanwha-security Hrd-1641 Firmware All All All All
Hanwha-security Hrd-1642 - All All All
Hanwha-security Hrd-1642 Firmware All All All All
Hanwha-security Hrd-440 - All All All
Hanwha-security Hrd-440 Firmware All All All All
Hanwha-security Hrd-442 - All All All
Hanwha-security Hrd-442 Firmware All All All All
Hanwha-security Hrd-443 - All All All
Hanwha-security Hrd-443 Firmware All All All All
Hanwha-security Hrd-840 - All All All
Hanwha-security Hrd-840 Firmware All All All All
Hanwha-security Hrd-841 - All All All
Hanwha-security Hrd-841 Firmware All All All All
Hanwha-security Hrd-842 - All All All
Hanwha-security Hrd-842 Firmware All All All All
Hanwha-security Srd-1694u - All All All
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Operating System Hanwha-security Srd-1694u Firmware All All All All

Application Samsung Smartviewer - All All All

Application Samsung Smartviewer - All All All

Reference Source Link

Bugtrag: Samsung Web Viewer for Samsung DVR Reflected Cross Site Scripting (XSS) CVE-2018-11689 MISC seclists.org
CVE-2018-11689 MISC vulmon.com
SecurityFocus BUGTRAQ www.securityfocus.
drive.google.com/file/d/1aWbvdrx1KRkUv4ikkm530a2N5grxCLmr/view MISC drive.google.com
CVE Program record CVE.ORG  www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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