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Summary

CVE CVE-2018-11691

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-14 16:29:00 UTC

Updated 2020-02-10 21:43:00 UTC

Description Emerson DeltaV Smart Switch Command Center application, available in versions 11.3.x and 12.3.1, was unable to change the DeltaV Smart Switches’ management password upon commissioning. Emerson released patches for DeltaV workstations to address this issue, and the patches can be downloaded from Emerson’s Guardian Support Portal. Please refer to the DeltaV Security Notification DSN19003 (KBA NK-1900-0808) for more information about this issue. DeltaV versions 13.3 and higher use the Network Device Command Center application to manage DeltaV Smart Switches, and this newer application is not impacted by this issue. After patching the Smart Switch Command Center, users are required to either commission the DeltaV Smart Switches or change password using the tool.

Risk And Classification

Problem Types: CWE-798

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Emerson Ve6046 - All All All

Hardware Emerson Ve6046 - All All All

Operating System Emerson Ve6046 Firmware 09.0.12 All All All

Operating System Emerson Ve6046 Firmware 09.0.12 All All All

References

Reference Source Link Tags

Malformed Request BID www.securityfocus.com

www.emerson.com/documents/automation/deltav-smart-switches-en-179014.pdf MISC www.emerson.com Product

Emerson DeltaV Distributed Control System | CISA MISC www.us-cert.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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