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CVE CVE-2018-1171
State PUBLIC
Assigner zdi-disclosures@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-19 18:29:00 UTC
Updated 2020-08-28 15:18:00 UTC
Description This vulnerability allows local attackers to escalate privileges on vulnerable installations of Joyent SmartOS release-20170¢

/ ]

1|

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Joyent Smartos 20170803-20170803t064301z All All All

Operating System Joyent Smartos 20170803-20170803t064301z All All All

Operating System Oracle Solaris 10 All All All

Operating System Oracle Solaris 11.3 All All All

Operating System Oracle Solaris 10 All All All

Operating System Oracle Solaris 11.3 All All All

References |

Reference

Malformed Request

CPU July 2018

Joyent Ticketing System

ZDI-18-236 | Zero Day Initiative

Solaris Multiple Flaws Let Remote and Local Users Gain Elevated Privileges, Access and Modify Data, and Deny Service - SecurityTracker
CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2018-1171/mitre
https://cve.report/CVE-2018-1171/nist
https://cve.report/CVE-2018-1171/cve_org
https://cve.report/CVE-2018-1171.pdf
http://cve.report/vendor/joyent
http://cve.report/software/joyent/smartos
http://cve.report/vendor/joyent
http://cve.report/software/joyent/smartos
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://cve.report/vendor/oracle
http://cve.report/software/oracle/solaris
http://www.securityfocus.com/bid/104799
http://www.oracle.com/technetwork/security-advisory/cpujul2018-4258247.html
https://help.joyent.com/hc/en-us/articles/360000608188
https://zerodayinitiative.com/advisories/ZDI-18-236
http://www.securitytracker.com/id/1041303
https://www.cve.org/CVERecord?id=CVE-2018-1171
https://nvd.nist.gov/vuln/detail/CVE-2018-1171

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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