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CVE CVE-2018-11761
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-19 14:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description In Apache Tika 0.1 to 1.18, the XML parsers were not configured to limit entity expansion. They were therefore vulnerable t
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tika All All All All

Application Oracle Business Process Management Suite 12.1.3.0.0 All All All

Application Oracle Business Process Management Suite 12.2.1.3.0 All All All

Application Oracle Business Process Management Suite 12.1.3.0.0 All All All

Application Oracle Business Process Management Suite 12.2.1.3.0 All All All

Reference Source Link Tags

Apache Mail Archives MLIST lists.apache.org Mailing List, Vend
Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Apache Tika CVE-2018-11761 XML External Entity Denial of Service Vulnerability ~BID www.securityfocus.com  Third Party Advisc
Apache Mail Archives lists.apache.org

Oracle Critical Patch Update Advisory - April 2019 MISC www.oracle.com Patch, Third Party
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysi
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https://cve.report/
https://cve.report/CVE-2018-11761/mitre
https://cve.report/CVE-2018-11761/nist
https://cve.report/CVE-2018-11761/cve_org
https://cve.report/api/cve/CVE-2018-11761.json
https://cve.report/CVE-2018-11761.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/tika
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
http://cve.report/vendor/oracle
http://cve.report/software/oracle/business_process_management_suite
https://lists.apache.org/thread.html/5553e10bba5604117967466618f219c0cae710075819c70cfb3fb421@%253Cdev.tika.apache.org%253E
https://lists.apache.org/thread.html/708d94141126eac03011144a971a6411fcac16d9c248d1d535a39451%2540%253Csolr-user.lucene.apache.org%253E
https://lists.apache.org/thread.html/708d94141126eac03011144a971a6411fcac16d9c248d1d535a39451@%253Csolr-user.lucene.apache.org%253E
http://www.securityfocus.com/bid/105514
https://lists.apache.org/thread.html/5553e10bba5604117967466618f219c0cae710075819c70cfb3fb421%2540%253Cdev.tika.apache.org%253E
https://www.oracle.com/technetwork/security-advisory/cpuapr2019-5072813.html
https://www.cve.org/CVERecord?id=CVE-2018-11761
https://nvd.nist.gov/vuln/detail/CVE-2018-11761

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981267 Java (maven) Security Update for org.apache.tika:tika-core (GHSA-6jg2-789q-fff2)
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