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In Apache HTTP Server 2.4.17 to 2.4.34, by sending continuous, large SETTINGS frames a client can occupy a connectior
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
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Operating System
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Hittp Server All All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Netapp Storage Automation Store - All All All
Netapp Storage Automation Store - All All All
Oracle Enterprise Manager Ops Center 12.3.3 All All All
Oracle Enterprise Manager Ops Center 12.3.3 All All All
Oracle Hospitality Guest Access 4.2.0 All All All
Oracle Hospitality Guest Access 421 All All All
Oracle Hospitality Guest Access 4.2.0 All All All
Oracle Hospitality Guest Access 421 All All All
Oracle Instantis Enterprisetrack 171 All All All
Oracle Instantis Enterprisetrack 17.2 All All All
Oracle Instantis Enterprisetrack 17.3 All All All
Oracle Instantis Enterprisetrack 17.1 All All All
Oracle Instantis Enterprisetrack 17.2 All All All
Oracle Instantis Enterprisetrack 17.3 All All All
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Application Oracle Retail Xstore Point Of Service 7.0 All
Application Oracle Retail Xstore Point Of Service 71 All
Application Oracle Retail Xstore Point Of Service 7.0 All
Application Oracle Retail Xstore Point Of Service 71 All
Application Oracle Secure Global Desktop 5.4 All
Application Oracle Secure Global Desktop 5.4 All
Operating System Redhat Enterprise Linux 6.0 All
Operating System Redhat Enterprise Linux 7.0 All
Operating System Redhat Enterprise Linux 7.4 All
Operating System Redhat Enterprise Linux 7.5 All
Operating System Redhat Enterprise Linux 7.6 All
Operating System Redhat Enterprise Linux 6.0 All
Operating System Redhat Enterprise Linux 7.0 All
Operating System Redhat Enterprise Linux 7.4 All
Operating System Redhat Enterprise Linux 7.5 All
Operating System Redhat Enterprise Linux 7.6 All
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No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

296090 Oracle Solaris 11.4 Support Repository Update (SRU) 5.1.3 Missing (CPUJAN2019)
500015 Alpine Linux Security Update for apache2

503706 Alpine Linux Security Update for apache2
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