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Summary

CVE CVE-2018-11765

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-30 18:15:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description In Apache Hadoop versions 3.0.0-alpha2 to 3.0.0, 2.9.0 to 2.9.2, 2.8.0 to 2.8.5, any users can access some servlets without authentication when Kerberos authentication is enabled and SPNEGO through HTTP is not enabled.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Hadoop 3.0.0 - All All

Application Apache Hadoop 3.0.0 alpha2 All All

Application Apache Hadoop 3.0.0 - All All

Application Apache Hadoop 3.0.0 alpha2 All All

Application Apache Hadoop All All All All

Application Apache Hadoop All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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