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In Apache Hadoop 3.1.0 to 3.1.1, 3.0.0-alphai to 3.0.3, 2.9.0 to 2.9.1, and 2.0.0-alpha to 2.8.4, the user/group information «
| i

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Hadoop 2.0.0 - All All
Apache Hadoop 2.0.0 alpha All All
Apache Hadoop 2.0.1 - All All
Apache Hadoop 2.0.1 alpha All All
Apache Hadoop 2.0.2 - All All
Apache Hadoop 2.0.2 alpha All All
Apache Hadoop 2.0.3 - All All
Apache Hadoop 2.0.3 alpha All All
Apache Hadoop 2.04 - All All
Apache Hadoop 2.04 alpha All All
Apache Hadoop 2.05 - All All
Apache Hadoop 2.05 alpha All All
Apache Hadoop 2.0.6 - All All
Apache Hadoop 2.0.6 alpha All All
Apache Hadoop 2.1.0 - All All
Apache Hadoop 2.1.0 beta All All
Apache Hadoop 211 beta All All
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Application Apache Hadoop 3.0.0 - All All
Application Apache Hadoop 3.0.0 alphai All All
Application Apache Hadoop 3.0.0 alpha2 All All
Application Apache Hadoop 3.0.0 alpha3 All All
Application Apache Hadoop 3.0.0 alpha4 All All
Application Apache Hadoop 3.0.0 betal All All
Application Apache Hadoop 2.0.0 - All All
Application Apache Hadoop 2.0.0 alpha All All
Application Apache Hadoop 2.0.1 - All All
Application Apache Hadoop 2.0.1 alpha All All
Application Apache Hadoop 2.0.2 - All All
Application Apache Hadoop 2.0.2 alpha All All
Application Apache Hadoop 2.0.3 - All All
Application Apache Hadoop 2.0.3 alpha All All
Application Apache Hadoop 2.04 - All All
Application Apache Hadoop 2.04 alpha All All
Application Apache Hadoop 2.0.5 - All All
Application Apache Hadoop 2.05 alpha All All
Application Apache Hadoop 2.0.6 - All All
Application Apache Hadoop 2.0.6 alpha All All
Application Apache Hadoop 2.1.0 - All All
Application Apache Hadoop 2.1.0 beta All All
Application Apache Hadoop 2.1.1 beta All All
Application Apache Hadoop 3.0.0 - All All
Application Apache Hadoop 3.0.0 alphat All All
Application Apache Hadoop 3.0.0 alpha2 All All
Application Apache Hadoop 3.0.0 alpha3 All All
Application Apache Hadoop 3.0.0 alpha4 All All
Application Apache Hadoop 3.0.0 betal All All
Application Apache Hadoop All All All All
Application Apache Hadoop All All All All
Application Apache Hadoop All All All All
Application Apache Hadoop All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

981623 Java (maven) Security Update for org.apache.hadoop:hadoop-main (GHSA-hx83-rpgf-m267)
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