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CVE CVE-2018-11769
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-08-08 15:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description CouchDB administrative users before 2.2.0 can configure the database server via HTTP(S). Due to insufficient validation of

1|

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Apache Couchdb All All
Application Apache Couchdb All All

Edition

All

All

Language
All

All

References

Reference

Apache Mail Archives

Document Display | HPE Support Center

CouchDB: Multiple vulnerabilities (GLSA 201812-06) — Gentoo security

Apache CouchDB CVE-2018-11769 Remote Code Execution Vulnerability

[SECURITY] Fedora 31 Update: couchdb-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists
Apache Mail Archives

[SECURITY] Fedora 31 Update: couchdb-3.0.0-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: couchdb-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: couchdb-3.0.0-1.fc32 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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Source

MISC

CONFIRM

GENTOO

BID

FEDORA

FEDORA

CVE.ORG

NVD

Link Ti
lists.apache.org M
support.hpe.com
security.gentoo.org Ti
www.securityfocus.com Tl
lists.fedoraproject.org
lists.apache.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
www.cve.org ce

nvd.nist.gov ce
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https://cve.report/
https://cve.report/CVE-2018-11769/mitre
https://cve.report/CVE-2018-11769/nist
https://cve.report/CVE-2018-11769/cve_org
https://cve.report/CVE-2018-11769.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/couchdb
http://cve.report/vendor/apache
http://cve.report/software/apache/couchdb
https://lists.apache.org/thread.html/1052ad7a1b32b9756df4f7860f5cb5a96b739f444117325a19a4bf75@%253Cdev.couchdb.apache.org%253E
https://support.hpe.com/hpsc/doc/public/display?docLocale=en_US&docId=emr_na-hpesbmu03935en_us
https://security.gentoo.org/glsa/201812-06
http://www.securityfocus.com/bid/105046
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/X3JOUCX7LHDV4YWZDQNXT5NTKKRANZQW/
https://lists.apache.org/thread.html/1052ad7a1b32b9756df4f7860f5cb5a96b739f444117325a19a4bf75%2540%253Cdev.couchdb.apache.org%253E
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/X3JOUCX7LHDV4YWZDQNXT5NTKKRANZQW/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/S5FPHVVU5KMRFKQTJPAM3TBGC7LKCWQS/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/S5FPHVVU5KMRFKQTJPAM3TBGC7LKCWQS/
https://www.cve.org/CVERecord?id=CVE-2018-11769
https://nvd.nist.gov/vuln/detail/CVE-2018-11769

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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