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Summary

CVE CVE-2018-11775

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-10 20:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description TLS hostname verification when using the Apache ActiveMQ Client before 5.15.6 was missing which could make the client vulnerable to a MITM attack between a Java application using the ActiveMQ client and the ActiveMQ server. This is now enabled by default.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Activemq All All All All

Application Apache Activemq All All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Enterprise Repository 12.1.3.0.0 All All All

Application Oracle Flexcube Private Banking 12.0.1.0 All All All

Application Oracle Flexcube Private Banking 12.0.3.0 All All All

Application Oracle Flexcube Private Banking 12.1.0.0 All All All

Application Oracle Flexcube Private Banking 2.0.0.0 All All All

Application Oracle Flexcube Private Banking 2.2.0.1 All All All

Application Oracle Flexcube Private Banking 12.0.1.0 All All All

Application Oracle Flexcube Private Banking 12.0.3.0 All All All

Application Oracle Flexcube Private Banking 12.1.0.0 All All All

Application Oracle Flexcube Private Banking 2.0.0.0 All All All

Application Oracle Flexcube Private Banking 2.2.0.1 All All All
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[SECURITY] [DLA 2583-1] activemq security update
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Apache ActiveMQ CVE-2018-11775 Man in the Middle Security Bypass Vulnerability

Pony Mail!

Oracle Critical Patch Update - January 2019

activemq.apache.org/security-advisories.data/CVE-2018-11775-announcement.txt

Oracle Critical Patch Update - July 2019
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Apache ActiveMQ Client Missing TLS Hostname Verification Lets Remote Users Bypass Security Controls on the Target System - SecurityTracker

Oracle Critical Patch Update Advisory - April 2020
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Oracle Critical Patch Update Advisory - January 2021

Red Hat Customer Portal

Oracle Critical Patch Update Advisory - April 2019
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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