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CVE CVE-2018-11777
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-08 14:29:00 UTC
Updated 2023-11-07 02:51:00 UTC
Description In Apache Hive 2.3.3, 3.1.0 and earlier, local resources on HiveServer2 machines are not properly protected against malicic
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Hive All All All All

Application Apache Hive All All All All

Reference Source Link Tags

Apache Hive CVE-2018-11777 Security Bypass Vulnerability BID www.securityfocus.com  Third Party Advisory, VDB Entry

Pony Mail! lists.apache.org

Pony Mail! MISC lists.apache.org Mailing List, Mitigation, Vendor Advisor
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

980872 Java (maven) Security Update for org.apache.hive:hive-exec (GHSA-rrfq-g5fg-fc9c)


https://cve.report/
https://cve.report/CVE-2018-11777/mitre
https://cve.report/CVE-2018-11777/nist
https://cve.report/CVE-2018-11777/cve_org
https://cve.report/api/cve/CVE-2018-11777.json
https://cve.report/CVE-2018-11777.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/hive
http://cve.report/vendor/apache
http://cve.report/software/apache/hive
http://www.securityfocus.com/bid/105886
https://lists.apache.org/thread.html/963c8e2516405c9b532b4add16c03b2c5db621e0c83e80f45049cbbb%2540%253Cdev.hive.apache.org%253E
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