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State

Assigner
Source Priority
Published
Updated

Description

VE-2018-11/81

MITRE NVD CVE.ORG

CVE-2018-11781

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback

2018-09-17 14:29:00 UTC

2023-11-07 02:51:00 UTC

Apache SpamAssassin 3.4.2 fixes a local user code injection in the meta rule syntax.

Print: PDF %5

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)
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Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Reference Source Link Tags

SpamAssassin: Multiple vulnerabilities (GLSA 201812-07) — Gentoo security  GENTOO  security.gentoo.org  Third Party Advisory
USN-3811-1: SpamAssassin vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com Third Party Advisory
Apache Mail Archives MLIST lists.apache.org Mailing List, Vendor Advis
Apache Mail Archives lists.apache.org

USN-3811-3: SpamAssassin vulnerabilities | Ubuntu security notices UBUNTU  usn.ubuntu.com Third Party Advisory
[security-announce] openSUSE-SU-2019:1831-1: moderate: Security update f SUSE lists.opensuse.org

[SECURITY] [DLA 1578-1] spamassassin security update MLIST lists.debian.org Mailing List, Third Party A
Red Hat Customer Portal REDHAT  access.redhat.com  Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

« Eig |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500642 Alpine Linux Security Update for spamassassin
504409 Alpine Linux Security Update for spamassassin

710244 Gentoo Linux SpamAssassin Multiple Vulnerabilities (GLSA 201812-07)
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