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Summary

CVE CVE-2018-11787

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-18 14:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description In Apache Karaf version prior to 3.0.9, 4.0.9, 4.1.1, when the webconsole feature is installed in Karaf, it is available at .../system/console and requires authentication to access it. One part of the console is a Gogo shell/console that gives access to the command line console of Karaf via a Web browser, and when navigated to it is available at .../system/console/gogo. Trying to go directly to that URL does require authentication. And optional bundle that some applications use is the Pax Web Extender Whiteboard, it is part of the pax-war feature and perhaps others. When it is installed, the Gogo console becomes available at another URL .../gogo/, and that URL is not secured giving access to the Karaf console to unauthenticated users. A mitigation for the issue is to manually stop/uninstall Gogo plugin bundle that is installed with the webconsole feature, although of course this removes the console from the .../system/console application, not only from the unauthenticated endpoint. One could also stop/uninstall the Pax Web Extender Whiteboard, but other components/applications may require it and so their functionality would be reduced/compromised.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Karaf All All All All

Application Apache Karaf 4.0.0 milestone1 All All

Application Apache Karaf 4.0.0 milestone2 All All

Application Apache Karaf 4.0.0 milestone3 All All

Application Apache Karaf All All All All

Application Apache Karaf 4.0.0 milestone1 All All

Application Apache Karaf 4.0.0 milestone2 All All

Application Apache Karaf 4.0.0 milestone3 All All

References

Reference Source Link Tags

karaf.apache.org/security/cve-2018-11787.txt CONFIRM karaf.apache.org Patch, Vendor Advisory

Pony Mail! lists.apache.org

[KARAF-4993] Unsecured access to gogo console over web - ASF JIRA CONFIRM issues.apache.org Vendor Advisory

Pony Mail! MLIST lists.apache.org Issue Tracking, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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