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Summary

CVE CVE-2018-11793

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-05 21:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description When parsing a JSON payload with deeply nested JSON structures, the parser in Apache Mesos versions pre-1.4.x, 1.4.0 to 1.4.2, 1.5.0 to 1.5.1, 1.6.0 to 1.6.1, and 1.7.0 might overflow the stack due to unbounded recursion. A malicious actor can therefore cause a denial of service of Mesos masters rendering the Mesos-controlled cluster inoperable.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Mesos All All All All

Application Apache Mesos 1.4.0 rc1 All All

Application Apache Mesos 1.4.0 rc2 All All

Application Apache Mesos 1.4.0 rc3 All All

Application Apache Mesos 1.4.0 rc4 All All

Application Apache Mesos 1.4.0 rc5 All All

Application Apache Mesos 1.8.0 dev All All

Application Apache Mesos All All All All

Application Apache Mesos 1.4.0 rc1 All All

Application Apache Mesos 1.4.0 rc2 All All

Application Apache Mesos 1.4.0 rc3 All All

Application Apache Mesos 1.4.0 rc4 All All

Application Apache Mesos 1.4.0 rc5 All All

Application Apache Mesos 1.8.0 dev All All
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Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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