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Summary

CVE CVE-2018-11797

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-05 20:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description In Apache PDFBox 1.8.0 to 1.8.15 and 2.0.0RC1 to 2.0.11, a carefully crafted PDF file can trigger an extremely long running computation when parsing the page tree.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Pdfbox 1.8.0 All All All

Application Apache Pdfbox 1.8.1 All All All

Application Apache Pdfbox 1.8.10 All All All

Application Apache Pdfbox 1.8.11 All All All

Application Apache Pdfbox 1.8.12 All All All

Application Apache Pdfbox 1.8.13 All All All

Application Apache Pdfbox 1.8.14 All All All

Application Apache Pdfbox 1.8.15 All All All

Application Apache Pdfbox 1.8.2 All All All

Application Apache Pdfbox 1.8.3 All All All

Application Apache Pdfbox 1.8.4 All All All

Application Apache Pdfbox 1.8.5 All All All

Application Apache Pdfbox 1.8.6 All All All

Application Apache Pdfbox 1.8.7 All All All

Application Apache Pdfbox 1.8.8 All All All

Application Apache Pdfbox 1.8.9 All All All

Application Apache Pdfbox 2.0 rc1 All All
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Application Apache Pdfbox 2.0 rc1 All All

Application Apache Pdfbox 2.0 rc2 All All

Application Apache Pdfbox 2.0 rc3 All All

Application Apache Pdfbox 2.0.0 All All All

Application Apache Pdfbox 2.0.0 - All All

Application Apache Pdfbox 2.0.1 All All All

Application Apache Pdfbox 2.0.10 All All All

Application Apache Pdfbox 2.0.11 All All All

Application Apache Pdfbox 2.0.2 All All All

Application Apache Pdfbox 2.0.3 All All All

Application Apache Pdfbox 2.0.4 All All All

Application Apache Pdfbox 2.0.5 All All All

Application Apache Pdfbox 2.0.6 All All All

Application Apache Pdfbox 2.0.7 All All All

Application Apache Pdfbox 2.0.8 All All All

Application Apache Pdfbox 2.0.9 All All All

Application Apache Pdfbox 1.8.0 All All All

Application Apache Pdfbox 1.8.1 All All All

Application Apache Pdfbox 1.8.10 All All All

Application Apache Pdfbox 1.8.11 All All All

Application Apache Pdfbox 1.8.12 All All All

Application Apache Pdfbox 1.8.13 All All All

Application Apache Pdfbox 1.8.14 All All All

Application Apache Pdfbox 1.8.15 All All All

Application Apache Pdfbox 1.8.2 All All All

Application Apache Pdfbox 1.8.3 All All All

Application Apache Pdfbox 1.8.4 All All All

Application Apache Pdfbox 1.8.5 All All All

Application Apache Pdfbox 1.8.6 All All All

Application Apache Pdfbox 1.8.7 All All All

Application Apache Pdfbox 1.8.8 All All All

Application Apache Pdfbox 1.8.9 All All All

Application Apache Pdfbox 2.0 rc1 All All

Application Apache Pdfbox 2.0 rc2 All All

Application Apache Pdfbox 2.0 rc3 All All

Application Apache Pdfbox 2.0.0 All All All
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Application Apache Pdfbox 2.0.1 All All All

Application Apache Pdfbox 2.0.10 All All All

Application Apache Pdfbox 2.0.11 All All All

Application Apache Pdfbox 2.0.2 All All All

Application Apache Pdfbox 2.0.3 All All All

Application Apache Pdfbox 2.0.4 All All All

Application Apache Pdfbox 2.0.5 All All All

Application Apache Pdfbox 2.0.6 All All All

Application Apache Pdfbox 2.0.7 All All All

Application Apache Pdfbox 2.0.8 All All All

Application Apache Pdfbox 2.0.9 All All All

Application Apache Pdfbox All All All All

Application Apache Pdfbox All All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 30 All All All

Application Oracle Retail Xstore Point Of Service 17.0 All All All

References

Reference Source Link Tags

[SECURITY] Fedora 29 Update: pdfbox-2.0.16-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Apache Mail Archives MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Apache Mail Archives lists.apache.org

[pdfbox-dev] 20210518 CVE's lists.apache.org

Pony Mail! MLIST lists.apache.org

[SECURITY] [DLA 1547-1] libpdfbox-java security update MLIST lists.debian.org Mailing List, Third Party Advisory

[SECURITY] Fedora 30 Update: pdfbox-2.0.16-1.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 29 Update: pdfbox-2.0.16-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 30 Update: pdfbox-2.0.16-1.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Oracle Critical Patch Update Advisory - April 2020 N/A www.oracle.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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