
CVE-2018-11798
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-11798

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-07 17:29:00 UTC

Updated 2023-11-07 02:51:00 UTC

Description The Apache Thrift Node.js static web server in versions 0.9.2 through 0.11.0 have been determined to contain a security vulnerability in which a remote user has the ability to access files outside the set webservers docroot path.

Risk And Classification

Problem Types: CWE-538

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Thrift All All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

Pony Mail! MISC lists.apache.org Issue Tracking, Mailing List, Patch, Vendor Advisory

Pony Mail! lists.apache.org

Apache Thrift CVE-2018-11798 Access Bypass Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Oracle Critical Patch Update - October 2019 MISC www.oracle.com

Red Hat Customer Portal REDHAT access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982324 Java (maven) Security Update for org.apache.thrift:libthrift (GHSA-vx85-mj8c-4qm6)
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https://lists.apache.org/thread.html/6e9edd282684896cedf615fb67a02bebfe6007f2d5baf03ba52e34fd@%253Cuser.thrift.apache.org%253E
https://lists.apache.org/thread.html/6e9edd282684896cedf615fb67a02bebfe6007f2d5baf03ba52e34fd%2540%253Cuser.thrift.apache.org%253E
http://www.securityfocus.com/bid/106501
https://www.oracle.com/technetwork/security-advisory/cpuoct2019-5072832.html
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