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Summary

CVE CVE-2018-11804

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-24 18:29:00 UTC

Updated 2023-01-31 18:56:00 UTC

Description Spark's Apache Maven-based build includes a convenience script, 'build/mvn', that downloads and runs a zinc server to speed up compilation. It has been included in release branches since 1.3.x, up to and including master. This server will accept connections from external hosts by default. A specially-crafted request to the zinc server could cause it to reveal information in files readable to the developer account running the build. Note that this issue does not affect end users of Spark, only developers building Spark from source code.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Spark All All All All

Application Apache Spark All All All All

References

Reference Source Link Tags

Security | Apache Spark CONFIRM spark.apache.org Mitigation, Vendor Advisory

Pony Mail! MLIST lists.apache.org Mitigation, Vendor Advisory

Pony Mail! MISC lists.apache.org

Apache Spark CVE-2018-11804 Information Disclosure Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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