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CVE CVE-2018-11806

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-13 16:29:00 UTC

Updated 2021-08-04 17:15:00 UTC

Description m_cat in slirp/mbuf.c in Qemu has a heap-based buffer overflow via incoming fragmented datagrams.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Qemu Qemu All All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
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Applcduorn mearidl UpEIisldCk 1£.U Al All All

Application Redhat Openstack 13.0 All All All

Application Redhat Openstack 8.0 All All All

Application Redhat Openstack 9.0 All All All

Application Redhat Virtualization 4.0 All All All

Application Redhat Virtualization 4.0 All All All

Reference Source Link

Zero Day Initiative | Home MISC www.zeroday
QEMU CVE-2018-11806 Heap Buffer Overflow Vulnerability BID www.securityl
Red Hat Customer Portal REDHAT access.redha
Red Hat Customer Portal REDHAT  access.redhal
USN-3826-1: QEMU vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.cc
Red Hat Customer Portal REDHAT  access.redhal
Red Hat Customer Portal REDHAT access.redhal
[Qemu-devel] [PATCH 1/2] slirp: correct size computation while concatena MLIST lists.gnu.org

Bug 1586245 — CVE-2018-11806 QEMU: slirp: heap buffer overflow while reassembling fragmented datagrams CONFIRM  bugzilla.redhe

[SECURITY] [DLA 1781-1] gemu security update MLIST lists.debian.or
Debian -- Security Information -- DSA-4454-1 gemu DEBIAN www.debian.c
oss-security - CVE-2018-11806 Qemu: slirp: heap buffer overflow while reassembling fragmented datagrams MLIST www.openwal
Bugtrag: [SECURITY] [DSA 4454-1] gemu security update BUGTRAQ seclists.org
Red Hat Customer Portal REDHAT  access.redhal
CVE Program record CVE.ORG  www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
L] | ﬂ

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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