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Summary

CVE CVE-2018-11813

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-06 03:29:00 UTC

Updated 2020-06-25 14:15:00 UTC

Description libjpeg 9c has a large loop because read_pixel in rdtarga.c mishandles EOF.

Risk And Classification

Problem Types: CWE-834

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ijg Libjpeg 9c All All All

Application Ijg Libjpeg 9c All All All

References

Reference

Red Hat Customer Portal

[security-announce] openSUSE-SU-2019:1343-1: moderate: Security update f

security_advisories/mail.pdf at master · ChijinZ/security_advisories · GitHub

www.ijg.org/files/jpegsrc.v9d.tar.gz

[security-announce] openSUSE-SU-2019:1118-1: moderate: Security update f

727908 – (CVE-2020-14151, CVE-2020-14152, CVE-2020-14153) <media-libs/jpeg-9d: Multiple vulnerabilities (CVE-2020-{14151,14152,14153})

security_advisories/libjpeg-v9c at master · ChijinZ/security_advisories · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2018-11813/mitre
https://cve.report/CVE-2018-11813/nist
https://cve.report/CVE-2018-11813/cve_org
https://cve.report/CVE-2018-11813.pdf
http://cve.report/vendor/ijg
http://cve.report/software/ijg/libjpeg
http://cve.report/vendor/ijg
http://cve.report/software/ijg/libjpeg
https://access.redhat.com/errata/RHSA-2019:2052
http://lists.opensuse.org/opensuse-security-announce/2019-05/msg00015.html
https://github.com/ChijinZ/security_advisories/blob/master/libjpeg-v9c/mail.pdf
http://www.ijg.org/files/jpegsrc.v9d.tar.gz
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00015.html
https://bugs.gentoo.org/727908
https://github.com/ChijinZ/security_advisories/tree/master/libjpeg-v9c
https://www.cve.org/CVERecord?id=CVE-2018-11813
https://nvd.nist.gov/vuln/detail/CVE-2018-11813
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CVE.report and Source URL Uptime Status status.cve.report

198956 Ubuntu Security Notification for libjpeg-turbo Vulnerabilities (USN-5631-1)

377472 Alibaba Cloud Linux Security Update for libjpeg-turbo (ALINUX2-SA-2019:0070)

500302 Alpine Linux Security Update for libjpeg-turbo

504069 Alpine Linux Security Update for libjpeg-turbo

http://cve.report/qid/198956
http://cve.report/qid/377472
http://cve.report/qid/500302
http://cve.report/qid/504069
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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