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Summary

CVE CVE-2018-1183

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-30 20:29:00 UTC

Updated 2018-06-13 12:09:00 UTC

Description In Dell EMC Unisphere for VMAX Virtual Appliance versions prior to 8.4.0.8, Dell EMC Solutions Enabler Virtual Appliance versions prior to 8.4.0.8, Dell EMC VASA Provider Virtual Appliance versions prior to 8.4.0.512, Dell EMC SMIS versions prior to 8.4.0.6, Dell EMC VMAX Embedded Management (eManagement) versions prior to and including 1.4.0.347, Dell EMC VNX2 Operating Environment (OE) for File versions prior to 8.1.9.231, Dell EMC VNX2 Operating Environment (OE) for Block versions prior to 05.33.009.5.231, Dell EMC VNX1 Operating Environment (OE) for File versions prior to 7.1.82.0, Dell EMC VNX1 Operating Environment (OE) for Block versions prior to 05.32.000.5.225, Dell EMC VNXe3200 Operating Environment (OE) all versions, Dell EMC VNXe1600 Operating Environment (OE) versions prior to 3.1.9.9570228, Dell EMC VNXe 3100/3150/3300 Operating Environment (OE) all versions, Dell EMC ViPR SRM versions 3.7, 3.7.1, 3.7.2 (only if using Dell EMC Host Interface for Windows), Dell EMC ViPR SRM versions 4.0, 4.0.1, 4.0.2, 4.0.3 (only if using Dell EMC Host Interface for Windows), Dell EMC XtremIO versions 4.x, Dell EMC VMAX eNAS version 8.x, Dell EMC Unity Operating Environment (OE) versions prior to 4.3.0.1522077968, ECOM is affected by a XXE injection vulnerability due to the configuration of the XML parser shipped with the product. XXE Injection attack may occur when XML input containing a reference to an external entity (defined by the attacker) is processed by an affected XML parser. XXE Injection may allow attackers to gain unauthorized access to files containing sensitive information or may be used to cause denial-of-service.

Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Smis All All All All

Application Dell Emc Smis All All All All

Application Dell Emc Solutions Enabler Virtual Appliance All All All All

Application Dell Emc Solutions Enabler Virtual Appliance All All All All

Application Dell Emc Unisphere All All All All

Application Dell Emc Unisphere All All All All

Application Dell Emc Unity Operating Environment All All All All

Application Dell Emc Unity Operating Environment All All All All

Application Dell Emc Vasa Provider Virtual Appliance All All All All

Application Dell Emc Vasa Provider Virtual Appliance All All All All

Application Dell Emc Vipr Srm - All All All

Application Dell Emc Vipr Srm 3.7 All All All

Application Dell Emc Vipr Srm 3.7.1 All All All

Application Dell Emc Vipr Srm 3.7.2 All All All

Application Dell Emc Vipr Srm 4.0 All All All

Application Dell Emc Vipr Srm 4.0.1 All All All

Application Dell Emc Vipr Srm 4.0.2 All All All
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Application Dell Emc Vipr Srm 4.0.2 All All All

Application Dell Emc Vipr Srm 4.0.3 All All All

Application Dell Emc Vipr Srm - All All All

Application Dell Emc Vipr Srm 3.7 All All All

Application Dell Emc Vipr Srm 3.7.1 All All All

Application Dell Emc Vipr Srm 3.7.2 All All All

Application Dell Emc Vipr Srm 4.0 All All All

Application Dell Emc Vipr Srm 4.0.1 All All All

Application Dell Emc Vipr Srm 4.0.2 All All All

Application Dell Emc Vipr Srm 4.0.3 All All All

Application Dell Emc Vmax Embedded Management All All All All

Application Dell Emc Vmax Enas 8.0 All All All

Application Dell Emc Vmax Enas 8.0.1 All All All

Application Dell Emc Vmax Enas 8.0 All All All

Application Dell Emc Vmax Enas 8.0.1 All All All

Application Dell Emc Vnx1 Operating Environment 05.32.000.5.225 All All All

Application Dell Emc Vnx1 Operating Environment 7.1.82.0 All All All

Application Dell Emc Vnx1 Operating Environment 05.32.000.5.225 All All All

Application Dell Emc Vnx1 Operating Environment 7.1.82.0 All All All

Application Dell Emc Vnx2 Operating Environment All All All All

Application Dell Emc Vnx2 Operating Environment All All All All

Application Dell Emc Vnx2 Operating Environment All All All All

Application Dell Emc Vnx2 Operating Environment All All All All

Application Dell Emc Vnxe1600 Operating Environment All All All All

Application Dell Emc Vnxe1600 Operating Environment All All All All

Application Dell Emc Vnxe3200 Operating Environment - All All All

Application Dell Emc Vnxe3200 Operating Environment - All All All

Application Dell Emc Vnxe 3100 Operating Environment - All All All

Application Dell Emc Vnxe 3100 Operating Environment - All All All

Application Dell Emc Vnxe 3150 Operating Environment - All All All

Application Dell Emc Vnxe 3150 Operating Environment - All All All

Application Dell Emc Vnxe 3300 Operating Environment - All All All

Application Dell Emc Vnxe 3300 Operating Environment - All All All

Application Dell Emc Xtremio 4.0 All All All

Application Dell Emc Xtremio 4.0.2 All All All

Application Dell Emc Xtremio 4.0 All All All
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Application Dell Emc Xtremio 4.0.2 All All All

References

Reference Source Link Tags

Full Disclosure: DSA-2018-013: Dell EMC ECOM XML External Entity Injection Vulnerability FULLDISC seclists.org Mailing List, Third Party Advisory

Malformed Request BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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