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Summary

CVE CVE-2018-1185

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-03 16:29:00 UTC

Updated 2021-05-26 21:28:00 UTC

Description An issue was discovered in EMC RecoverPoint for Virtual Machines versions prior to 5.1.1, EMC RecoverPoint version 5.1.0.0, and EMC RecoverPoint versions prior to 5.0.1.3. Command injection vulnerability in Admin CLI may allow a malicious user with admin privileges to escape from the restricted shell to an interactive shell and run arbitrary commands with root privileges.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Recoverpoint All All All All

Application Dell Emc Recoverpoint 5.1.0.0 All All All

Application Dell Emc Recoverpoint For Virtual Machines All All All All

Application Emc Recoverpoint All All All All

Application Emc Recoverpoint 5.1.0.0 All All All

Application Emc Recoverpoint All All All All

Application Emc Recoverpoint 5.1.0.0 All All All

Application Emc Recoverpoint For Virtual Machines All All All All

Application Emc Recoverpoint For Virtual Machines All All All All

References

Reference Source Link

Full Disclosure: ESA-2018-015: EMC RecoverPoint Command Injection Vulnerabilities CONFIRM seclists.org

EMC RecoverPoint Command Injection Bugs Let Local Users Obtain Root Privileges - SecurityTracker SECTRACK www.securitytracker.com

EMC RecoverPoint 4.3 - 'Admin CLI' Command Injection - Windows local Exploit EXPLOIT-DB www.exploit-db.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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