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Summary

CVE CVE-2018-1192

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-02-01 20:29:00 UTC

Updated 2018-02-28 16:39:00 UTC

Description In Cloud Foundry Foundation cf-release versions prior to v285; cf-deployment versions prior to v1.7; UAA 4.5.x versions prior to 4.5.5, 4.8.x versions prior to 4.8.3, and 4.7.x versions prior to 4.7.4; and UAA-release 45.7.x versions prior to 45.7, 52.7.x versions prior to 52.7, and 53.3.x versions prior to 53.3, the SessionID is logged in audit event logs. An attacker can use the SessionID to impersonate a logged-in user.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Pivotal Software Cloud Foundry Cf-deployment All All All All

Application Pivotal Software Cloud Foundry Cf-deployment All All All All

Application Pivotal Software Cloud Foundry Cf-release All All All All

Application Pivotal Software Cloud Foundry Cf-release All All All All

Application Pivotal Software Cloud Foundry Uaa All All All All

Application Pivotal Software Cloud Foundry Uaa All All All All

Application Pivotal Software Cloud Foundry Uaa-release 45.7 All All All

Application Pivotal Software Cloud Foundry Uaa-release 52.7 All All All

Application Pivotal Software Cloud Foundry Uaa-release 53.3 All All All

Application Pivotal Software Cloud Foundry Uaa-release 45.7 All All All

Application Pivotal Software Cloud Foundry Uaa-release 52.7 All All All

Application Pivotal Software Cloud Foundry Uaa-release 53.3 All All All
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NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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