
CVE-2018-1199
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2018-1199

State PUBLIC

Assigner secure@dell.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-03-16 20:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description Spring Security (Spring Security 4.1.x before 4.1.5, 4.2.x before 4.2.4, and 5.0.x before 5.0.1; and Spring Framework 4.3.x before 4.3.14 and 5.0.x before 5.0.3) does not consider URL path parameters when processing security constraints. By adding a URL path parameter with special encodings, an attacker may be able to bypass a security constraint. The root cause of this issue is a lack of clarity regarding the handling of path parameters in the Servlet Specification. Some Servlet containers include path parameters in the value returned for getPathInfo() and some do not. Spring Security uses the value returned by getPathInfo() as part of the process of mapping requests to security constraints. In this particular attack, different character encodings used in path parameters allows secured Spring MVC static resource URLs to be bypassed.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Rapid Planning 12.1 All All All

Application Oracle Rapid Planning 12.2 All All All

Application Oracle Retail Xstore Point Of Service 7.1 All All All

Application Pivotal Software Spring Framework All All All All

Application Pivotal Software Spring Framework All All All All

Application Pivotal Software Spring Security 5.0.0 All All All

Application Pivotal Software Spring Security 5.0.0 All All All

Application Pivotal Software Spring Security All All All All

Application Pivotal Software Spring Security All All All All

Application Redhat Fuse 1.0 All All All

Application Vmware Spring Framework All All All All

Application Vmware Spring Security All All All All

Application Vmware Spring Security 5.0.0 All All All

Application Vmware Spring Security All All All All

Application Vmware Spring Security All All All All
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Reference Source Link Tags

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Oracle Critical Patch Update Advisory - July 2020 MISC www.oracle.com

CVE-2018-1199: Security bypass with static resources | Security | Pivotal CONFIRM pivotal.io Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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983486 Java (maven) Security Update for org.springframework.security:spring-security-core (GHSA-v596-fwhq-8x48)
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