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Summary

CVE CVE-2018-12018

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-05 02:29:00 UTC

Updated 2018-09-04 15:57:00 UTC

Description The GetBlockHeadersMsg handler in the LES protocol implementation in Go Ethereum (aka geth) before 1.8.11 may lead to an access violation because of an integer signedness error for the array index, which allows attackers to launch a Denial of Service attack by sending a packet with a -1 query.Skip value. The vulnerable remote node would be crashed by such an attack immediately, aka the EPoD (Ethereum Packet of Death) issue.

Risk And Classification

Problem Types: CWE-129

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ethereum Go Ethereum All All All All

Application Ethereum Go Ethereum All All All All

References

Reference Source

les: add Skip overflow check to GetBlockHeadersMsg handler by zsfelfoldi · Pull Request #16891 · ethereum/go-ethereum · GitHub MISC

Release Streamline (v1.8.11) · ethereum/go-ethereum · GitHub MISC

PeckShield派盾 - 业界领先的区块链安全公司 MISC

les: add Skip overflow check to GetBlockHeadersMsg handler (#16891) · ethereum/go-ethereum@a5237a2 · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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