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Summary

CVE CVE-2018-12021

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-05 18:29:00 UTC

Updated 2019-05-16 12:29:00 UTC

Description Singularity 2.3.0 through 2.5.1 is affected by an incorrect access control on systems supporting overlay file system. When using the overlay option, a malicious user may access sensitive information by exploiting a few specific Singularity features.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sylabs Singularity All All All All

References

Reference Source Link

oss-security - Singularity 3.1.0: CVE-2019-11328: namespace privilege escalation and arbitrary file corruption MLIST www.openwall.com

Release Singularity 2.5.2 Release · hpcng/singularity · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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