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CVE CVE-2018-12029
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2018-06-17 20:29:00 UTC
Updated 2019-03-08 14:12:00 UTC
Description A race condition in the nginx module in Phusion Passenger 3.x through 5.x before 5.3.2 allows local escalation of privileges

1|

Problem Types: CWE-362

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Phusion Passenger All All All All
Application Phusion Passenger All All All All
References
Reference Source Link Tags
Passenger 5.3.2: various security fixes MISC blog.phusion.nl Mitigation, Vendor Advisory
Phusion Passenger chown() race privilege escalation (CVE-2018-12029) MISC pulsesecurity.co.nz  Third Party Advisory

[SECURITY] [DLA 1399-1] ruby-passenger security update MLIST lists.debian.org
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov

/

Passenger: Multiple Vulnerabilities (GLSA 201807-02) — Gentoo security GENTOO  security.gentoo.org

Third Party Advisory
Mailing List, Third Party Advisc
canonical

canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2018-12029/mitre
https://cve.report/CVE-2018-12029/nist
https://cve.report/CVE-2018-12029/cve_org
https://cve.report/api/cve/CVE-2018-12029.json
https://cve.report/CVE-2018-12029.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/phusion
http://cve.report/software/phusion/passenger
http://cve.report/vendor/phusion
http://cve.report/software/phusion/passenger
https://blog.phusion.nl/passenger-5-3-2
https://pulsesecurity.co.nz/advisories/phusion-passenger-priv-esc
https://security.gentoo.org/glsa/201807-02
https://lists.debian.org/debian-lts-announce/2018/06/msg00007.html
https://www.cve.org/CVERecord?id=CVE-2018-12029
https://nvd.nist.gov/vuln/detail/CVE-2018-12029
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