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Summary

CVE CVE-2018-12049

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-08 01:29:00 UTC

Updated 2023-11-07 02:52:00 UTC

Description ** DISPUTED ** A remote attacker can bypass the System Manager Mode on the Canon LBP6030w web interface without a PIN for /checkLogin.cgi via vectors involving /portal_top.html to get full access to the device. NOTE: the vendor reportedly responded that this issue occurs when a customer keeps the default settings without using the countermeasures and best practices shown in the documentation.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Canon Lbp6030w - All All All

Hardware Canon Lbp6030w - All All All

Operating System Canon Lbp6030w Firmware - All All All

Operating System Canon Lbp6030w Firmware - All All All

References

Reference Source Link Tags

404 Page Not Found | Exploit Database EXPLOIT-DB www.exploit-db.com Broken Link, Third Party Advisory, VDB Entry

gist.github.com/huykha/0381acb2dc580c728a79452b60fa082c MISC gist.github.com Broken Link, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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