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Summary

CVE CVE-2018-12099

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-11 11:29:00 UTC

Updated 2019-04-29 13:31:00 UTC

Description Grafana before 5.2.0-beta1 has XSS vulnerabilities in dashboard links.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Grafana Grafana All All All All

Application Netapp Active Iq Performance Analytics Services - All All All

Application Netapp Active Iq Performance Analytics Services - All All All

Application Netapp Storagegrid Webscale Nas Bridge - All All All

Application Netapp Storagegrid Webscale Nas Bridge - All All All

References

Reference Source Link

fix XSS vulnerabilities in dashboard links by alexanderzobnin · Pull Request #11813 · grafana/grafana · GitHub CONFIRM github.com

December 2018 Grafana Vulnerabilities in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

Release v5.2.0-beta1 · grafana/grafana · GitHub CONFIRM github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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