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Summary

CVE CVE-2018-12115

State PUBLIC

Assigner cve-request@iojs.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-21 12:29:00 UTC

Updated 2020-03-20 21:15:00 UTC

Description In all versions of Node.js prior to 6.14.4, 8.11.4 and 10.9.0 when used with UCS-2 encoding (recognized by Node.js under the names `'ucs2'`, `'ucs-2'`, `'utf16le'` and `'utf-16le'`), `Buffer#write()` can be abused to write outside of the bounds of a single `Buffer`. Writes that start from the second-to-last position of a buffer cause a miscalculation of the maximum length of the input bytes to be written.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nodejs Node.js All All All All

Application Nodejs Node.js All All All All

Application Redhat Openshift Container Platform 3.11 All All All

Application Redhat Openshift Container Platform 3.11 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com Third Party Advisory

August 2018 Security Releases | Node.js CONFIRM nodejs.org Vendor Advisory

Node.js: Multiple vulnerabilities (GLSA 202003-48) — Gentoo security GENTOO security.gentoo.org

Node.js CVE-2018-12115 Out of Bounds Write Memory Corruption Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

500450 Alpine Linux Security Update for nodejs

504216 Alpine Linux Security Update for nodejs
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