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CVE CVE-2018-12115
State PUBLIC
Assigner cve-request@iojs.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-08-21 12:29:00 UTC
Updated 2020-03-20 21:15:00 UTC
Description

/ |

Risk And Classification

In all versions of Node.js prior to 6.14.4, 8.11.4 and 10.9.0 when used with UCS-2 encoding (recognized by Node.js under t

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Update Edition
All All
All All
All All
All All
Link

access.redhat.com
access.redhat.com
access.redhat.com
access.redhat.com
access.redhat.com
nodejs.org

security.gentoo.org

www.securityfocus.com

www.cve.org

Language
All
All
All

All

Tags

Third Party Advisory
Third Party Advisory
Third Party Advisory
Third Party Advisory
Third Party Advisory

Vendor Advisory

Third Party Advisory

canonical

Type Vendor Product Version
Application Nodejs Node.js All
Application Nodejs Node.js All
Application Redhat Openshift Container Platform 3.11
Application Redhat Openshift Container Platform 3.11
References
Reference Source
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
August 2018 Security Releases | Node.js CONFIRM
Node.js: Multiple vulnerabilities (GLSA 202003-48) — Gentoo security GENTOO
Node.js CVE-2018-12115 Out of Bounds Write Memory Corruption Vulnerability BID
CVE Program record CVE.ORG
NVD vulnerability detail NVD

nvd.nist.gov

canonical, analysis


https://cve.report/
https://cve.report/CVE-2018-12115/mitre
https://cve.report/CVE-2018-12115/nist
https://cve.report/CVE-2018-12115/cve_org
https://cve.report/api/cve/CVE-2018-12115.json
https://cve.report/CVE-2018-12115.pdf
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/node.js
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/node.js
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openshift_container_platform
https://access.redhat.com/errata/RHSA-2018:2944
https://access.redhat.com/errata/RHSA-2018:2553
https://access.redhat.com/errata/RHSA-2018:2552
https://access.redhat.com/errata/RHSA-2018:3537
https://access.redhat.com/errata/RHSA-2018:2949
https://nodejs.org/en/blog/vulnerability/august-2018-security-releases/
https://security.gentoo.org/glsa/202003-48
http://www.securityfocus.com/bid/105127
https://www.cve.org/CVERecord?id=CVE-2018-12115
https://nvd.nist.gov/vuln/detail/CVE-2018-12115
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500450 Alpine Linux Security Update for nodejs

504216 Alpine Linux Security Update for nodejs
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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http://cve.report/qid/500450
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