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awssamvuacrrruumsucriran — Gertain versions of Emc Supportassist Enterprise from Dell contain the
' following vulnerability:

Dell EMC SupportAssist Enterprise version 1.1 creates a local
Windows user account named "OMEAdapterUser" with a default
password as part of the installation process. This unnecessary user
account also remains even after an upgrade from v1.1 to v1.2. Access
to the management console can be achieved by someone with
knowledge of the default password. If SupportAssist Enterprise is installed on a server running
OpenManage Essentials (OME), the OmeAdapterUser user account is added as a member of
the OmeAdministrators group for the OME. An unauthorized person with knowledge of the
default password and access to the OME web console could potentially use this account to
gain access to the affected installation of OME with OmeAdministrators privileges. This is
fixed in version 1.2.1.

CVE-2018-1214 has been assigned by () security_alert@emc.com to track the vulnerability - currently rated as m severity.

CVSSS3 Score: 7-HIGH |

Attack Attack Privileges User
Vector Complexity Required Interaction
[ HIGH | [ NONE |
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ HIGH | [ HIGH | [ HIGH |
CVSS2 Score: [A4EMEDIUM)
Access Access Authentication
Vector Complexity
=3
Confidentiality Integrity Availability
Impact Impact Impact
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CVE References

Description Tags Link

Dell EMC SupportAssist Enterprise (Server, Storage, MISC

Networking) - Undocumented Default Account www.dell.com/support/article/us/en/04/sIn308843/dell-
Vulnerability | Dell US emc-supportassist-enterprise-server-storage-

el networking-undocumented-default-account-vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Dell Emc Supportassist Enterprise 1.1 All All All
Application Dell Emc Supportassist Enterprise 1.1 All All All
Operating Microsoft Windows - All All All

System

Operating Microsoft Windows - All All All

System

aKLk kKKK Lk,

cpe:2.3:a:dell:emc_supportassist_enterprise:1.1:*:*:**

cpe:2.3:a:dell:emc_supportassist_enterprise:1.1:*:*: %

e_akukuk kKKK,

cpe:2.3:0:microsoft:windows:-:*:*:**:* %

e_akukuk kKKK,

cpe:2.3:0:microsoft:windows:-:*:***:**:*:

No vendor comments have been submitted for this CVE
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