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Summary

CVE CVE-2018-12169

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-21 20:29:00 UTC

Updated 2018-12-20 13:59:00 UTC

Description Platform sample code firmware in 4th Generation Intel Core Processor, 5th Generation Intel Core Processor, 6th Generation Intel Core Processor, 7th Generation Intel Core Processor and 8th Generation Intel Core Processor contains a logic error which may allow physical attacker to potentially bypass firmware authentication.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Core I3 4000m All All All

Hardware Intel Core I3 4005u All All All

Hardware Intel Core I3 4010u All All All

Hardware Intel Core I3 4010y All All All

Hardware Intel Core I3 4012y All All All

Hardware Intel Core I3 4020y All All All

Hardware Intel Core I3 4025u All All All

Hardware Intel Core I3 4030u All All All

Hardware Intel Core I3 4030y All All All

Hardware Intel Core I3 4100e All All All

Hardware Intel Core I3 4100m All All All

Hardware Intel Core I3 4100u All All All

Hardware Intel Core I3 4102e All All All

Hardware Intel Core I3 4110e All All All

Hardware Intel Core I3 4110m All All All

Hardware Intel Core I3 4112e All All All

Hardware Intel Core I3 4120u All All All
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Hardware Intel Core I3 4120u All All All

Hardware Intel Core I3 4130 All All All

Hardware Intel Core I3 4130t All All All

Hardware Intel Core I3 4150 All All All

Hardware Intel Core I3 4150t All All All

Hardware Intel Core I3 4158u All All All

Hardware Intel Core I3 4160 All All All

Hardware Intel Core I3 4160t All All All

Hardware Intel Core I3 4170 All All All

Hardware Intel Core I3 4170t All All All

Hardware Intel Core I3 4330 All All All

Hardware Intel Core I3 4330t All All All

Hardware Intel Core I3 4330te All All All

Hardware Intel Core I3 4340 All All All

Hardware Intel Core I3 4340te All All All

Hardware Intel Core I3 4350 All All All

Hardware Intel Core I3 4350t All All All

Hardware Intel Core I3 4360 All All All

Hardware Intel Core I3 4360t All All All

Hardware Intel Core I3 4370 All All All

Hardware Intel Core I3 4370t All All All

Hardware Intel Core I3 5005u All All All

Hardware Intel Core I3 5010u All All All

Hardware Intel Core I3 5015u All All All

Hardware Intel Core I3 5020u All All All

Hardware Intel Core I3 5157u All All All

Hardware Intel Core I3 6006u All All All

Hardware Intel Core I3 6098p All All All

Hardware Intel Core I3 6100 All All All

Hardware Intel Core I3 6100e All All All

Hardware Intel Core I3 6100h All All All

Hardware Intel Core I3 6100t All All All

Hardware Intel Core I3 6100te All All All

Hardware Intel Core I3 6100u All All All

Hardware Intel Core I3 6102e All All All

Hardware Intel Core I3 6157u All All All
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Hardware Intel Core I3 6167u All All All

Hardware Intel Core I3 6300 All All All

Hardware Intel Core I3 6300t All All All

Hardware Intel Core I3 6320 All All All

Hardware Intel Core I3 7020u All All All

Hardware Intel Core I3 7100 All All All

Hardware Intel Core I3 7100e All All All

Hardware Intel Core I3 7100h All All All

Hardware Intel Core I3 7100t All All All

Hardware Intel Core I3 7100u All All All

Hardware Intel Core I3 7101e All All All

Hardware Intel Core I3 7101te All All All

Hardware Intel Core I3 7102e All All All

Hardware Intel Core I3 7130u All All All

Hardware Intel Core I3 7167u All All All

Hardware Intel Core I3 7300 All All All

Hardware Intel Core I3 7300t All All All

Hardware Intel Core I3 7320 All All All

Hardware Intel Core I3 7350k All All All

Hardware Intel Core I3 8100 All All All

Hardware Intel Core I3 8100h All All All

Hardware Intel Core I3 8100t All All All

Hardware Intel Core I3 8109u All All All

Hardware Intel Core I3 8130u All All All

Hardware Intel Core I3 8145u All All All

Hardware Intel Core I3 8300 All All All

Hardware Intel Core I3 8300t All All All

Hardware Intel Core I3 8350k All All All

Hardware Intel Core I3 4000m All All All

Hardware Intel Core I3 4005u All All All

Hardware Intel Core I3 4010u All All All

Hardware Intel Core I3 4010y All All All

Hardware Intel Core I3 4012y All All All

Hardware Intel Core I3 4020y All All All

Hardware Intel Core I3 4025u All All All

Hardware Intel Core I3 4030u All All All
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Hardware Intel Core I3 4030u All All All

Hardware Intel Core I3 4030y All All All

Hardware Intel Core I3 4100e All All All

Hardware Intel Core I3 4100m All All All

Hardware Intel Core I3 4100u All All All

Hardware Intel Core I3 4102e All All All

Hardware Intel Core I3 4110e All All All

Hardware Intel Core I3 4110m All All All

Hardware Intel Core I3 4112e All All All

Hardware Intel Core I3 4120u All All All

Hardware Intel Core I3 4130 All All All

Hardware Intel Core I3 4130t All All All

Hardware Intel Core I3 4150 All All All

Hardware Intel Core I3 4150t All All All

Hardware Intel Core I3 4158u All All All

Hardware Intel Core I3 4160 All All All

Hardware Intel Core I3 4160t All All All

Hardware Intel Core I3 4170 All All All

Hardware Intel Core I3 4170t All All All

Hardware Intel Core I3 4330 All All All

Hardware Intel Core I3 4330t All All All

Hardware Intel Core I3 4330te All All All

Hardware Intel Core I3 4340 All All All

Hardware Intel Core I3 4340te All All All

Hardware Intel Core I3 4350 All All All

Hardware Intel Core I3 4350t All All All

Hardware Intel Core I3 4360 All All All

Hardware Intel Core I3 4360t All All All

Hardware Intel Core I3 4370 All All All

Hardware Intel Core I3 4370t All All All

Hardware Intel Core I3 5005u All All All

Hardware Intel Core I3 5010u All All All

Hardware Intel Core I3 5015u All All All

Hardware Intel Core I3 5020u All All All

Hardware Intel Core I3 5157u All All All

Hardware Intel Core I3 6006u All All All
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Hardware Intel Core I3 6098p All All All

Hardware Intel Core I3 6100 All All All

Hardware Intel Core I3 6100e All All All

Hardware Intel Core I3 6100h All All All

Hardware Intel Core I3 6100t All All All

Hardware Intel Core I3 6100te All All All

Hardware Intel Core I3 6100u All All All

Hardware Intel Core I3 6102e All All All

Hardware Intel Core I3 6157u All All All

Hardware Intel Core I3 6167u All All All

Hardware Intel Core I3 6300 All All All

Hardware Intel Core I3 6300t All All All

Hardware Intel Core I3 6320 All All All

Hardware Intel Core I3 7020u All All All

Hardware Intel Core I3 7100 All All All

Hardware Intel Core I3 7100e All All All

Hardware Intel Core I3 7100h All All All

Hardware Intel Core I3 7100t All All All

Hardware Intel Core I3 7100u All All All

Hardware Intel Core I3 7101e All All All

Hardware Intel Core I3 7101te All All All

Hardware Intel Core I3 7102e All All All

Hardware Intel Core I3 7130u All All All

Hardware Intel Core I3 7167u All All All

Hardware Intel Core I3 7300 All All All

Hardware Intel Core I3 7300t All All All

Hardware Intel Core I3 7320 All All All

Hardware Intel Core I3 7350k All All All

Hardware Intel Core I3 8100 All All All

Hardware Intel Core I3 8100h All All All

Hardware Intel Core I3 8100t All All All

Hardware Intel Core I3 8109u All All All

Hardware Intel Core I3 8130u All All All

Hardware Intel Core I3 8145u All All All

Hardware Intel Core I3 8300 All All All
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Hardware Intel Core I3 8300t All All All

Hardware Intel Core I3 8350k All All All

Hardware Intel Core I5 4200h All All All

Hardware Intel Core I5 4200m All All All

Hardware Intel Core I5 4200u All All All

Hardware Intel Core I5 4200y All All All

Hardware Intel Core I5 4202y All All All

Hardware Intel Core I5 4210h All All All

Hardware Intel Core I5 4210m All All All

Hardware Intel Core I5 4210u All All All

Hardware Intel Core I5 4210y All All All

Hardware Intel Core I5 4220y All All All

Hardware Intel Core I5 4250u All All All

Hardware Intel Core I5 4258u All All All

Hardware Intel Core I5 4260u All All All

Hardware Intel Core I5 4278u All All All

Hardware Intel Core I5 4288u All All All

Hardware Intel Core I5 4300m All All All

Hardware Intel Core I5 4300u All All All

Hardware Intel Core I5 4300y All All All

Hardware Intel Core I5 4302y All All All

Hardware Intel Core I5 4308u All All All

Hardware Intel Core I5 4310m All All All

Hardware Intel Core I5 4310u All All All

Hardware Intel Core I5 4330m All All All

Hardware Intel Core I5 4340m All All All

Hardware Intel Core I5 4350u All All All

Hardware Intel Core I5 4360u All All All

Hardware Intel Core I5 4400e All All All

Hardware Intel Core I5 4402e All All All

Hardware Intel Core I5 4402ec All All All

Hardware Intel Core I5 4410e All All All

Hardware Intel Core I5 4422e All All All

Hardware Intel Core I5 4430 All All All

Hardware Intel Core I5 4430s All All All

Hardware Intel Core I5 4440 All All All
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Hardware Intel Core I5 4440 All All All

Hardware Intel Core I5 4440s All All All

Hardware Intel Core I5 4460 All All All

Hardware Intel Core I5 4460s All All All

Hardware Intel Core I5 4460t All All All

Hardware Intel Core I5 4570 All All All

Hardware Intel Core I5 4570r All All All

Hardware Intel Core I5 4570s All All All

Hardware Intel Core I5 4570t All All All

Hardware Intel Core I5 4570te All All All

Hardware Intel Core I5 4590 All All All

Hardware Intel Core I5 4590s All All All

Hardware Intel Core I5 4590t All All All

Hardware Intel Core I5 4670 All All All

Hardware Intel Core I5 4670k All All All

Hardware Intel Core I5 4670r All All All

Hardware Intel Core I5 4670s All All All

Hardware Intel Core I5 4670t All All All

Hardware Intel Core I5 4690k All All All

Hardware Intel Core I5 4690s All All All

Hardware Intel Core I5 4690t All All All

Hardware Intel Core I5 5200u All All All

Hardware Intel Core I5 5250u All All All

Hardware Intel Core I5 5257u All All All

Hardware Intel Core I5 5287u All All All

Hardware Intel Core I5 5300u All All All

Hardware Intel Core I5 5350h All All All

Hardware Intel Core I5 5350u All All All

Hardware Intel Core I5 5575r All All All

Hardware Intel Core I5 5675c All All All

Hardware Intel Core I5 5675r All All All

Hardware Intel Core I5 6200u All All All

Hardware Intel Core I5 6260u All All All

Hardware Intel Core I5 6267u All All All

Hardware Intel Core I5 6287u All All All

Hardware Intel Core I5 6300hq All All All
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Hardware Intel Core I5 6300u All All All

Hardware Intel Core I5 6350hq All All All

Hardware Intel Core I5 6360u All All All

Hardware Intel Core I5 6400 All All All

Hardware Intel Core I5 6400t All All All

Hardware Intel Core I5 6402p All All All

Hardware Intel Core I5 6440eq All All All

Hardware Intel Core I5 6440hq All All All

Hardware Intel Core I5 6442eq All All All

Hardware Intel Core I5 6500 All All All

Hardware Intel Core I5 6500t All All All

Hardware Intel Core I5 6500te All All All

Hardware Intel Core I5 6585r All All All

Hardware Intel Core I5 6600 All All All

Hardware Intel Core I5 6600k All All All

Hardware Intel Core I5 6600t All All All

Hardware Intel Core I5 6685r All All All

Hardware Intel Core I5 7200u All All All

Hardware Intel Core I5 7260u All All All

Hardware Intel Core I5 7267u All All All

Hardware Intel Core I5 7287u All All All

Hardware Intel Core I5 7300hq All All All

Hardware Intel Core I5 7300u All All All

Hardware Intel Core I5 7360u All All All

Hardware Intel Core I5 7400 All All All

Hardware Intel Core I5 7400t All All All

Hardware Intel Core I5 7440eq All All All

Hardware Intel Core I5 7440hq All All All

Hardware Intel Core I5 7442eq All All All

Hardware Intel Core I5 7500 All All All

Hardware Intel Core I5 7500t All All All

Hardware Intel Core I5 7600 All All All

Hardware Intel Core I5 7600k All All All

Hardware Intel Core I5 7600t All All All

Hardware Intel Core I5 7y54 All All All
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Hardware Intel Core I5 7y57 All All All

Hardware Intel Core I5 8200y All All All

Hardware Intel Core I5 8250u All All All

Hardware Intel Core I5 8259u All All All

Hardware Intel Core I5 8265u All All All

Hardware Intel Core I5 8269u All All All

Hardware Intel Core I5 8300h All All All

Hardware Intel Core I5 8305g All All All

Hardware Intel Core I5 8350u All All All

Hardware Intel Core I5 8400 All All All

Hardware Intel Core I5 8400b All All All

Hardware Intel Core I5 8400h All All All

Hardware Intel Core I5 8400t All All All

Hardware Intel Core I5 8500 All All All

Hardware Intel Core I5 8500b All All All

Hardware Intel Core I5 8500t All All All

Hardware Intel Core I5 8600 All All All

Hardware Intel Core I5 8600k All All All

Hardware Intel Core I5 8600t All All All

Hardware Intel Core I5 4200h All All All

Hardware Intel Core I5 4200m All All All

Hardware Intel Core I5 4200u All All All

Hardware Intel Core I5 4200y All All All

Hardware Intel Core I5 4202y All All All

Hardware Intel Core I5 4210h All All All

Hardware Intel Core I5 4210m All All All

Hardware Intel Core I5 4210u All All All

Hardware Intel Core I5 4210y All All All

Hardware Intel Core I5 4220y All All All

Hardware Intel Core I5 4250u All All All

Hardware Intel Core I5 4258u All All All

Hardware Intel Core I5 4260u All All All

Hardware Intel Core I5 4278u All All All

Hardware Intel Core I5 4288u All All All

Hardware Intel Core I5 4300m All All All

Hardware Intel Core I5 4300u All All All
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Hardware Intel Core I5 4300u All All All

Hardware Intel Core I5 4300y All All All

Hardware Intel Core I5 4302y All All All

Hardware Intel Core I5 4308u All All All

Hardware Intel Core I5 4310m All All All

Hardware Intel Core I5 4310u All All All

Hardware Intel Core I5 4330m All All All

Hardware Intel Core I5 4340m All All All

Hardware Intel Core I5 4350u All All All

Hardware Intel Core I5 4360u All All All

Hardware Intel Core I5 4400e All All All

Hardware Intel Core I5 4402e All All All

Hardware Intel Core I5 4402ec All All All

Hardware Intel Core I5 4410e All All All

Hardware Intel Core I5 4422e All All All

Hardware Intel Core I5 4430 All All All

Hardware Intel Core I5 4430s All All All

Hardware Intel Core I5 4440 All All All

Hardware Intel Core I5 4440s All All All

Hardware Intel Core I5 4460 All All All

Hardware Intel Core I5 4460s All All All

Hardware Intel Core I5 4460t All All All

Hardware Intel Core I5 4570 All All All

Hardware Intel Core I5 4570r All All All

Hardware Intel Core I5 4570s All All All

Hardware Intel Core I5 4570t All All All

Hardware Intel Core I5 4570te All All All

Hardware Intel Core I5 4590 All All All

Hardware Intel Core I5 4590s All All All

Hardware Intel Core I5 4590t All All All

Hardware Intel Core I5 4670 All All All

Hardware Intel Core I5 4670k All All All

Hardware Intel Core I5 4670r All All All

Hardware Intel Core I5 4670s All All All

Hardware Intel Core I5 4670t All All All

Hardware Intel Core I5 4690k All All All
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Hardware Intel Core I5 4690s All All All

Hardware Intel Core I5 4690t All All All

Hardware Intel Core I5 5200u All All All

Hardware Intel Core I5 5250u All All All

Hardware Intel Core I5 5257u All All All

Hardware Intel Core I5 5287u All All All

Hardware Intel Core I5 5300u All All All

Hardware Intel Core I5 5350h All All All

Hardware Intel Core I5 5350u All All All

Hardware Intel Core I5 5575r All All All

Hardware Intel Core I5 5675c All All All

Hardware Intel Core I5 5675r All All All

Hardware Intel Core I5 6200u All All All

Hardware Intel Core I5 6260u All All All

Hardware Intel Core I5 6267u All All All

Hardware Intel Core I5 6287u All All All

Hardware Intel Core I5 6300hq All All All

Hardware Intel Core I5 6300u All All All

Hardware Intel Core I5 6350hq All All All

Hardware Intel Core I5 6360u All All All

Hardware Intel Core I5 6400 All All All

Hardware Intel Core I5 6400t All All All

Hardware Intel Core I5 6402p All All All

Hardware Intel Core I5 6440eq All All All

Hardware Intel Core I5 6440hq All All All

Hardware Intel Core I5 6442eq All All All

Hardware Intel Core I5 6500 All All All

Hardware Intel Core I5 6500t All All All

Hardware Intel Core I5 6500te All All All

Hardware Intel Core I5 6585r All All All

Hardware Intel Core I5 6600 All All All

Hardware Intel Core I5 6600k All All All

Hardware Intel Core I5 6600t All All All

Hardware Intel Core I5 6685r All All All

Hardware Intel Core I5 7200u All All All
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Hardware Intel Core I5 7260u All All All

Hardware Intel Core I5 7267u All All All

Hardware Intel Core I5 7287u All All All

Hardware Intel Core I5 7300hq All All All

Hardware Intel Core I5 7300u All All All

Hardware Intel Core I5 7360u All All All

Hardware Intel Core I5 7400 All All All

Hardware Intel Core I5 7400t All All All

Hardware Intel Core I5 7440eq All All All

Hardware Intel Core I5 7440hq All All All

Hardware Intel Core I5 7442eq All All All

Hardware Intel Core I5 7500 All All All

Hardware Intel Core I5 7500t All All All

Hardware Intel Core I5 7600 All All All

Hardware Intel Core I5 7600k All All All

Hardware Intel Core I5 7600t All All All

Hardware Intel Core I5 7y54 All All All

Hardware Intel Core I5 7y57 All All All

Hardware Intel Core I5 8200y All All All

Hardware Intel Core I5 8250u All All All

Hardware Intel Core I5 8259u All All All

Hardware Intel Core I5 8265u All All All

Hardware Intel Core I5 8269u All All All

Hardware Intel Core I5 8300h All All All

Hardware Intel Core I5 8305g All All All

Hardware Intel Core I5 8350u All All All

Hardware Intel Core I5 8400 All All All

Hardware Intel Core I5 8400b All All All

Hardware Intel Core I5 8400h All All All

Hardware Intel Core I5 8400t All All All

Hardware Intel Core I5 8500 All All All

Hardware Intel Core I5 8500b All All All

Hardware Intel Core I5 8500t All All All

Hardware Intel Core I5 8600 All All All

Hardware Intel Core I5 8600k All All All

Hardware Intel Core I5 8600t All All All
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