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Summary

CVE CVE-2018-1217

State PUBLIC

Assigner security_alert@emc.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-04-09 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Avamar Installation Manager in Dell EMC Avamar Server 7.3.1, 7.4.1, and 7.5.0, and Dell EMC Integrated Data Protection Appliance 2.0 and 2.1, is affected by a missing access control check vulnerability which could potentially allow a remote unauthenticated attacker to read or change the Local Download Service (LDLS) credentials. The LDLS credentials are used to connect to Dell EMC Online Support. If the LDLS configuration was changed to an invalid configuration, then Avamar Installation Manager may not be able to connect to Dell EMC Online Support web site successfully. The remote unauthenticated attacker can also read and use the credentials to login to Dell EMC Online Support, impersonating the AVI service actions using those credentials.

Risk And Classification

Problem Types: NVD-CWE-noinfo | CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dell Emc Avamar 7.3.1 All All All

Application Dell Emc Avamar 7.4.1 All All All

Application Dell Emc Avamar 7.5.0 All All All

Application Dell Emc Avamar 7.3.1 All All All

Application Dell Emc Avamar 7.4.1 All All All

Application Dell Emc Avamar 7.5.0 All All All

Application Dell Emc Integrated Data Protection Appliance 2.0 All All All

Application Dell Emc Integrated Data Protection Appliance 2.1 All All All

Application Dell Emc Integrated Data Protection Appliance 2.0 All All All

Application Dell Emc Integrated Data Protection Appliance 2.1 All All All

References

Reference

Full Disclosure: DSA-2018-025: Dell EMC Avamar and Integrated Data Protection Appliance Installation Manager Missing Access Control Vulnerability

Dell EMC Avamar and Integrated Data Protection Appliance Installation Manager - Invalid Access Control - Linux webapps Exploit

Dell EMC Avamar Access Control Flaw in Installation Manager Lets Remote Users View and Modify the LDLS Credentials - SecurityTracker
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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