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Summary

CVE CVE-2018-12177

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-10 20:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Improper directory permissions in the ZeroConfig service in Intel(R) PROSet/Wireless WiFi Software before version 20.90.0.7 may allow an authorized user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Intel Dual Band Wireless-ac 3160 - All All All

Hardware Intel Dual Band Wireless-ac 3160 - All All All

Hardware Intel Dual Band Wireless-ac 3165 - All All All

Hardware Intel Dual Band Wireless-ac 3165 - All All All

Hardware Intel Dual Band Wireless-ac 3168 - All All All

Hardware Intel Dual Band Wireless-ac 3168 - All All All

Hardware Intel Dual Band Wireless-ac 7260 - All All All

Hardware Intel Dual Band Wireless-ac 7260 - All All All

Hardware Intel Dual Band Wireless-ac 7260 For Desktop - All All All

Hardware Intel Dual Band Wireless-ac 7260 For Desktop - All All All

Hardware Intel Dual Band Wireless-ac 7265rev C - All All All

Hardware Intel Dual Band Wireless-ac 7265rev C - All All All

Hardware Intel Dual Band Wireless-ac 7265rev C - All All All

Hardware Intel Dual Band Wireless-ac 7265 Rev D - All All All

Hardware Intel Dual Band Wireless-ac 7265 Rev D - All All All

Hardware Intel Dual Band Wireless-ac 7265 Rev D - All All All

Hardware Intel Dual Band Wireless-ac 8260 - All All All
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Hardware Intel Dual Band Wireless-ac 8260 - All All All

Hardware Intel Dual Band Wireless-ac 8260 - All All All

Hardware Intel Dual Band Wireless-ac 8265 - All All All

Hardware Intel Dual Band Wireless-ac 8265 - All All All

Hardware Intel Dual Band Wireless-ac 8265 Desktop Kit - All All All

Hardware Intel Dual Band Wireless-ac 8265 Desktop Kit - All All All

Hardware Intel Dual Band Wireless-n 7260 - All All All

Hardware Intel Dual Band Wireless-n 7260 - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev C - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev D - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev C - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev C - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev D - All All All

Hardware Intel Dual Band Wireless-n 7265 Rev D - All All All

Application Intel Proset/wireless Software All All All All

Application Intel Proset/wireless Software All All All All

Application Intel Proset/wireless Software All All All All

Hardware Intel Tri-band Wireless-ac 17265 - All All All

Hardware Intel Tri-band Wireless-ac 17265 - All All All

Hardware Intel Tri-band Wireless-ac 18260 - All All All

Hardware Intel Tri-band Wireless-ac 18260 - All All All

Hardware Intel Tri-band Wireless-ac 18265 - All All All

Hardware Intel Tri-band Wireless-ac 18265 - All All All

Hardware Intel Wireless-ac 9260 - All All All

Hardware Intel Wireless-ac 9260 - All All All

Hardware Intel Wireless-ac 9461 - All All All

Hardware Intel Wireless-ac 9461 - All All All

Hardware Intel Wireless-ac 9462 - All All All

Hardware Intel Wireless-ac 9462 - All All All

Hardware Intel Wireless-ac 9560 - All All All

Hardware Intel Wireless-ac 9560 - All All All

Hardware Intel Wireless-n 7260 - All All All

Hardware Intel Wireless-n 7260 - All All All

Hardware Intel Wireless-n 7265 Rev C - All All All

Hardware Intel Wireless-n 7265 Rev D - All All All

Hardware Intel Wireless-n 7265 Rev C - All All All
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Hardware Intel Wireless-n 7265 Rev C - All All All

Hardware Intel Wireless-n 7265 Rev D - All All All

Hardware Intel Wireless-n 7265 Rev D - All All All

References

Reference Source Link Tags

INTEL-SA-00182 CONFIRM www.intel.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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