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Summary

CVE CVE-2018-12326

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-06-17 14:29:00 UTC

Updated 2019-01-17 11:29:00 UTC

Description Buffer overflow in redis-cli of Redis before 4.0.10 and 5.x before 5.0 RC3 allows an attacker to achieve code execution and escalate to higher privileges via a crafted command line. NOTE: It is unclear whether there are any common situations in which redis-cli is used with, for example, a -h (aka hostname) argument from an untrusted source.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Redislabs Redis All All All All

Application Redislabs Redis 5.0 rc1 All All

Application Redislabs Redis 5.0 rc2 All All

Application Redislabs Redis All All All All

Application Redislabs Redis 5.0 rc1 All All

Application Redislabs Redis 5.0 rc2 All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

Security: fix redis-cli buffer overflow. · antirez/redis@9fdcc15 · GitHub MISC github.com Patch, Third Party Advisory

CVE-2018-12326 · GitHub MISC gist.github.com Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

raw.githubusercontent.com/antirez/redis/4.0/00-RELEASENOTES MISC raw.githubusercontent.com Patch, Third Party Advisory

raw.githubusercontent.com/antirez/redis/5.0/00-RELEASENOTES MISC raw.githubusercontent.com Patch, Third Party Advisory

Red Hat Customer Portal REDHAT access.redhat.com

Redis-cli < 5.0 - Buffer Overflow (PoC) - Linux local Exploit EXPLOIT-DB www.exploit-db.com Exploit, Third Party Advisory, VDB Entry

https://cve.report/
https://cve.report/CVE-2018-12326/mitre
https://cve.report/CVE-2018-12326/nist
https://cve.report/CVE-2018-12326/cve_org
https://cve.report/CVE-2018-12326.pdf
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
http://cve.report/vendor/redislabs
http://cve.report/software/redislabs/redis
https://access.redhat.com/errata/RHSA-2019:0052
https://github.com/antirez/redis/commit/9fdcc15962f9ff4baebe6fdd947816f43f730d50
https://gist.github.com/fakhrizulkifli/f831f40ec6cde4f744c552503d8698f0
https://access.redhat.com/errata/RHSA-2019:1860
https://raw.githubusercontent.com/antirez/redis/4.0/00-RELEASENOTES
https://raw.githubusercontent.com/antirez/redis/5.0/00-RELEASENOTES
https://access.redhat.com/errata/RHSA-2019:0094
https://www.exploit-db.com/exploits/44904/


CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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