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CVE CVE-2018-12368
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-18 13:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description Windows 10 does not warn users before opening executable files with the SettingContent-ms extension even when they ha
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Microsoft Windows 10 All All All All
Operating System Microsoft Windows 10 All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Firefox Esr All All All All
Application Mozilla Thunderbird All All All All
Application Mozilla Thunderbird All All All All
Reference

Mozilla Firefox and Firefox ESR Multiple Security Vulnerabilities

Security vulnerabilities fixed in Firefox ESR 60.1 — Mozilla

The Tale of SettingContent-ms Files — Posts By SpecterOps Team Members
Security vulnerabilities fixed in Thunderbird 52.9 — Mozilla

Security vulnerabilities fixed in Firefox 61 — Mozilla

Mozilla Firefox Multiple Bugs Let Remote Users Conduct Cross-Site Request Forgery Attacks, Bypass Security Restrictions, Obtain Potentially
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1468217 - (CVE-2018-12368) .SettingContent-ms file extension bypasses 'dangerous file' prompt leading to WebExt RCE
Security vulnerabilities fixed in Firefox ESR 52.9 — Mozilla

Mozilla Firefox: Multiple vulnerabilities (GLSA 201810-01) — Gentoo security

Security vulnerabilities fixed in Thunderbird 60 — Mozilla

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

710279 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201810-01)
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