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Summary

CVE CVE-2018-12389

State PUBLIC

Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-28 18:29:00 UTC

Updated 2019-03-01 18:51:00 UTC

Description Mozilla developers and community members reported memory safety bugs present in Firefox ESR 60.2. Some of these bugs showed evidence of memory corruption and we presume that with enough effort that some of these could be exploited to run arbitrary code. This vulnerability affects Firefox ESR < 60.3 and Thunderbird < 60.3.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Firefox Esr All All All All

Application Mozilla Thunderbird All All All All

Application Mozilla Thunderbird All All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All
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Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Desktop 6.0 All All All

Operating System Redhat Enterprise Linux Desktop 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server 6.0 All All All

Operating System Redhat Enterprise Linux Server 7.0 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Aus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Eus 7.5 All All All

Operating System Redhat Enterprise Linux Server Eus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Server Tus 7.6 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All

Operating System Redhat Enterprise Linux Workstation 6.0 All All All

Operating System Redhat Enterprise Linux Workstation 7.0 All All All
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Mozilla Firefox ESR CVE-2018-12389 Multiple Memory Corruption Vulnerabilities
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Security vulnerabilities fixed in Firefox ESR 60.3 — Mozilla
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Mozilla Firefox: Multiple vulnerabilities (GLSA 201811-04) — Gentoo security

Red Hat Customer Portal

Bug List
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Mozilla Firefox Multiple Bugs Let Remote Users Deny Service, Obtain Potentially Sensitive Information, and Execute Arbitrary Code - SecurityTracker
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Debian -- Security Information -- DSA-4324-1 firefox-esr

http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_aus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_eus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server_tus
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://access.redhat.com/errata/RHSA-2018:3532
https://access.redhat.com/errata/RHSA-2018:3006
http://www.securityfocus.com/bid/105723
http://www.securityfocus.com/bid/105769
https://www.mozilla.org/security/advisories/mfsa2018-27/
https://access.redhat.com/errata/RHSA-2018:3005
https://security.gentoo.org/glsa/201811-04
https://access.redhat.com/errata/RHSA-2018:3531
https://bugzilla.mozilla.org/buglist.cgi?bug_id=1498460%252C1499198
https://lists.debian.org/debian-lts-announce/2018/11/msg00011.html
http://www.securitytracker.com/id/1041944
https://www.debian.org/security/2018/dsa-4337
https://www.mozilla.org/security/advisories/mfsa2018-28/


Debian -- Security Information -- DSA-4324-1 firefox-esr

USN-3868-1: Thunderbird vulnerabilities | Ubuntu security notices | Ubuntu

Mozilla Thunderbird: Multiple vulnerabilities (GLSA 201811-13) — Gentoo security

[SECURITY] [DLA 1571-1] firefox-esr security update

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

710205 Gentoo Linux Mozilla Firefox Multiple Vulnerabilities (GLSA 201811-04)

710285 Gentoo Linux Mozilla Thunderbird Multiple Vulnerabilities (GLSA 201811-13)
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