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Summary

CVE CVE-2018-12413

State PUBLIC

Assigner security@tibco.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-06 23:29:00 UTC

Updated 2019-10-09 23:33:00 UTC

Description The Schema repository server (tibschemad) component of TIBCO Software Inc.'s TIBCO Messaging - Apache Kafka Distribution - Schema Repository - Community Edition, and TIBCO Messaging - Apache Kafka Distribution - Schema Repository - Enterprise Edition contains a vulnerability which may allow an attacker to perform cross-site request forgery (CSRF) attacks. Affected releases are TIBCO Software Inc. TIBCO Messaging - Apache Kafka Distribution - Schema Repository - Community Edition: 1.0.0, and TIBCO Messaging - Apache Kafka Distribution - Schema Repository - Enterprise Edition: 1.0.0.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tibco Messaging - Apache Kafka Distribution - Schema Repository 1.0.0 All All All

Application Tibco Messaging - Apache Kafka Distribution - Schema Repository 1.0.0 All All All

Application Tibco Messaging - Apache Kafka Distribution - Schema Repository 1.0.0 All All All

Application Tibco Messaging - Apache Kafka Distribution - Schema Repository 1.0.0 All All All

References

Reference Source

Advisory | TIBCO Software MISC

Multiple TIBCO Products CVE-2018-12413 Cross Site Request Forgery Vulnerability BID

TIBCO Security Advisory: November 6, 2018 - TIBCO Messaging - Apache Kafka Distribution - Schema Repository | TIBCO Software CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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